
The ping pong of private messages on the afternoon of March 23, 2004, between David Thomas, a.k.a. "ElMariachi," and a hacker he knew as "Ethics" had until that moment been fairly routine _ just the polite banter that is the usual prelude to hatching criminal business online. 

Routine, that is, until Ethics let loose this juicy tidbit: 

"btw (by the way), you know anyone who would pay to get celebs private cell phone numbers? or any other number's from t-mobile's database? Sort of my major resource right now ..." 

This drew the virtually instant reply from ElMariachi: 

"hehehehehe oh man that would be so [f---ing] cool" 

Thomas, 47, was the founder of Shadowcrew's nemesis, TheGrifters.net. He had started the board in January 2004, after falling out of favour with Shadowcrew administrators, especially Black Ops, the chief enforcer, who suspected him of co-operating with law enforcement. 

Ethics, the Secret Service would later determine, was a vendor on Shadowcrew.com. He was a mid-level hacker and identity thief trying to work his way up on what were then the online underworld's most popular crime boards. 

He had hacked the main computer server of Bellevue, Wash.-based wireless carrier T-Mobile USA, he boasted, and could offer ElMariachi access to personal and billing information for more than 19.2 million U.S. subscribers to T-Mobile cellphones and Sidekick personal digital assistants. 

The hacker offered ElMariachi a sample. It was the address, date of birth, social security number, secret question and answer, account password, web username and password, and the e-mail address of one Paris W. Hilton of Beverly Hills. 

Ethics could even pick out phone numbers of the victim's friends and family, and peer into personal collections of telephone numbers and photos stored on the wireless devices, he boasted. 

"It was intel that could make somebody money. You could fish that around to the National Enquirer or someone and they'd buy it in a heartbeat," says Thomas. 

There was more. Ethics had called the Secret Service's east coast field office to find out who was running cybercrime investigations, learned it was Peter Cavicchia, a T-Mobile e-mail subscriber, and tapped into his account, too. 

In special agent Cavicchia's e-mail, Ethics uncovered internal Secret Service documents, portions of a Mutual Legal Assistance Treaty with Russia, and e-mails about cybercrime investigations, including the Shadowcrew investigation known as Operation Firewall. And he learned that the ICQ numbers he and certain other Shadowcrew members were using to chat anonymously were under investigation. 

Fortunately for investigators, Ethics didn't stop at Thomas. He approached a Shadowcrew admin with the identical sales pitch, unaware that the admin was a Secret Service informant. 

Alerted to the security breach, agents arranged through the snitch to give Ethics a "secure" proxy connection to Shadowcrew.com _ one they controlled. 

For the next few months, Ethics and his computer were put under surveillance. He was soon identified as 21-year-old Nicolas Jacobsen, a stocky, middle-class man from Oregon, who had failed in launching his own computer consulting business, moved to California, and was working for a shipping software firm in Santa Ana. 

Investigators watched as Jacobsen, on various occasions, looked up as many as 400 names from the T-Mobile database. 

On Oct. 19, 2004 _ one week before Shadowcrew's alleged kingpins were due to fall in Operation Firewall _ investigators swooped into Jacobsen's apartment complex to make the just-in-time arrest. 

In the months that followed, Peter Cavicchia, the special agent whose e-mail was compromised, left his job. 

Jacobsen pleaded guilty to a single count of computer hacking, a federal offence carrying a maximum penalty of five years imprisonment and a $250,000 fine. He was sentenced in May before a Los Angeles district court judge, who immediately ordered the proceedings sealed. 

Securityfocus.com, an online source of information and news about security issues, reported he was offered employment in Washington, D.C., working for his former enemy, the Secret Service. 

On Oct. 18, the first 19 of 28 arrested in the U.S. portion of the international sting are expected to go on trial in New Jersey. Among them will be Andrew Mantovani, alleged founding admin, who is accused of electronically transferring batches of stolen credit card numbers to Shadowcrew members, and of selling 18 million e-mail accounts, complete with names and addresses, dates of birth, user names and passwords _ the basics, in other words, to begin falsely assuming a victim's identity. 

The rest of the U.S. accused face individual court dates later this year. 

A spokesman for the Secret Service refused to comment on the fate of David Thomas, who was not one of the 28 who were taken down as part of Operation Firewall. Eric P. Zahren, assistant special agent in charge of government and public affairs, said the Secret Service would not comment on individuals who have not been arrested and charged as part of the investigation. 

Successful trials of the alleged leadership of Shadowcrew, according to Kevin O'Dowd, the current prosecutor assigned to the case, would be the final phase of Operation Firewall, which he calls "a monumental case from the perspective of law enforcement, the first of its kind." 

But any celebration may be short-lived. 

Within days of the takedown, members of Shadowcrew had its successor up and running: a website called Offshorecrew.biz, featuring the tag line "It's a new day." The site was traced to a computer server in Panama under a falsely registered business address. 

Law enforcement officials in the U.S. and in Canada admit the investigation into Shadowcrew is widening, not shrinking. Cybermobsters who escaped prosecution are believed to be operating in all major Canadian cities. The number of online crime boards is growing. 

And the pursuit of cybercriminals is hampered by a lack of resources for undercover work, and by the failure of courts in many instances to comprehend, let alone harshly penalize, computer-related crimes of identity. 

In the U.S., the Federal Bureau of Investigation considers cybercrime-fighting its third-highest priority after terrorism and counterintelligence, yet has allotted just $150 million US out of its 2005 budget of $5 billion to the fight. 

The Secret Service, which doesn't publicly release its budget, pays for cybercrime investigation out of the agency's base funding, Johnson says _ meaning there is no supplemental funding available despite the evident strain in personnel and resources that busts like Firewall incur. 

Canada fares even worse than the U.S. in terms of investigative resources and the infrastructure needed to smooth coordination between police jurisdictions. 

With no federal office for cybercrime comparable to the FBI or Secret Service, and no laws specifically dealing with identity theft or sales of fake ID, local Canadian police detachments shoulder the burden of investigating credit card fraud and identity theft. The result is inconsistency in the training of officers and the capacity of crime-fighting efforts across the country. 

"You get a guy who each week E takes on a different persona, and let's say he gets 50 victims each week, at an average of $500 per person, times the number of weeks he's able to get away with it, and you're looking at some pretty serious coin," says the Vancouver Police Department's Detective Const. Mark Fenton. 

"A lot of departments, even if they take an Internet investigation complaint, they don't realize that what (looks like) a $500 fraud, could actually be a $5,000-$10,000 dollar fraud." 

At the very least, Fenton would like to see possession or sales of false and stolen ID cards be redefined as criminal offences. 

In the wake of every highly publicized takedown, police acknowledge, the Internet's new mafias are learning to avoid getting caught the next time. 

"When you go after one arm and cut that off, the other arms panic, everyone lays low for a bit and they slowly start coming back,'' says Fenton. And then they're back doing their thing with a vengeance." 
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To hear investigators tell the tale, it took a lucky break to ignite the largest, most successful and instructive cybercrime investigation in the history of the Internet. 

In November 2003, United States Secret Service special agents set up a meeting with Scott Christie, then an assistant U.S. Attorney leading the computer hacking and intellectual property section of the New Jersey prosecutor's office. 

The subject was Shadowcrew.com, a website in its second year of operations, whose members did a brisk business selling tens of thousands of dollars daily worth of stolen and forged credit cards, stolen identities, drugs and stolen merchandise. 

During the summer of 2003, Secret Service agents had managed to turn one high-ranking member into an informant, which opened up the possibility of conducting a significant undercover investigation to be called Operation Firewall. Would Christie be interested in signing on? He would. 

"It was not simply a matter of pursuing lower-level folks who were selling stolen credit cards. It was going after the leadership of this group, who were very open and blatant about what they were doing, and in many respects were taunting law enforcement," says Christie, who left the U.S. Attorney's office after the takedown to become a partner in a private law firm in Newark, N.J. 

"We realized it would be the first time we could shut down a group and not just pick at it piecemeal from below, but sort of decapitate it from above." 

Over the 11 months that followed, agents and prosecutors laid a "special and unique" trap, says Christie. 

To catch a thief, his or her true identity first must be revealed. In the online world, where anonymity is encouraged, this was no easy task. 

Shadowcrew's new recruits selected user names and passwords to sign into the website, and were under no obligation to divulge personal information that could corroborate their identity or whereabouts. 

Once accepted as members, they took even more elaborate steps to ensure anonymity: adopting screen nicknames, or "nics;" using secure e-mail and instant messaging; and bouncing messages through multiple ``proxy'' computers that rendered communications untraceable. 

Backed by the full administrative access privileges of their snitch, agents began collecting evidence against the "nics" of select members of Shadowcrew, and filing wiretap applications to infiltrate suspects' computers and monitor them. 

But the real breakthrough came in February 2004, when the informant, on instructions from Secret Service handlers, invited a few key members to take part in a new service touted as a bulletproof privacy safeguard: an encrypted backdoor tunnel into Shadowcrew.com called a virtual private network, or VPN. 

As far as the mobsters were concerned, the VPN connected everyone who used it to Shadowcrew.com as if from a single Internet address, making it difficult to trace individual communications. Since access to the VPN was by invitation only, it was a measure of prestige to be asked to join. 

For law enforcement, the VPN offered a confined space in which to focus surveillance on the Shadowcrew kingpins, and to avoid unintended intercepts by outsiders which could hinder the investigation. 

Under the pretense it was the only way to ensure they could trust one another, invitees were ordered to connect to the VPN directly from their home computers, instead of from the usual untraceable series of proxies. Incredibly, all agreed to the ruse, which exposed their true identities and locations to law enforcement. 

The VPN was the first computer network in U.S. history to be wiretapped under a 1968 U.S. law that had until then only applied to "traditional" eavesdropping investigations using technologies such as hidden microphones. 

It was the beginning of a series of legal and investigative firsts, Christie says. 

To respect the law requiring them to pick out only incriminating messages from among the instant chats and secure e-mails flooding the VPN daily, lawyers invented a novel method of interception they dubbed "after the fact minimization." 

Investigators were divided into two groups: one a "taint" team whose job was to review the raw data; the other a more specialized crew given only material that had been judged pertinent to the investigation. 

The gamble was that the wiretaps wouldn't be tossed out in upcoming criminal trials of Shadowcrew members the first is slated for this month on grounds that evidence collected under them wasn't pertinent. 

"It was incredibly daunting, not only to make the best criminal case you can, but to satisfy the judge that you're bending over backwards against violating the rights of people who were intercepted," Christie says. 

Legal assistance was available up to 18 hours a day from the New Jersey District Attorney's office and the U.S. Department of Justice in Washington. Lawyers filed several thousand pages of wiretap renewal applications, progress reports and associated court orders, and would spend months sifting through electronic evidence seized during the busts. 

All documents needed to be crafted using simplified language to be comprehensible to judges and court officials, many of whom were confronting computer terminology for the first time. 

The Secret Service agents firmly in command of Shadowcrew.com had to maintain the appearance that their snitch was running the show. Yet he or she could only pretend to carry out business as usual a confidential informant working for the federal government was expected to refrain from committing further crimes. 

"How can you tell people, when you're a hardened member, that all of a sudden you've found religion?" Christie says. 

"We (traded) on the reputation of the informant; his professed concern that continuing to be involved in this activity would bring the scrutiny of law enforcement. But there was some concern that people would put two and two together and (realize that) law enforcement was running the site." 

The furthest agents went to keep up appearances was to take stolen "credit card numbers (out of circulation) using government funds," according to Larry Johnson, special agent in charge of criminal investigations for the Secret Service. 

Since any awkward exchange between criminals and undercover agents might have alerted the acutely suspicious members to traitors in their midst, investigators had to become experts in the unique shorthand and sub-culture of the crime boards. 

Agents adopted the slang language of their quarry, and are believed to have taken over "nic-jacking" the Internet aliases of members who included the secret informant. 

They also set up physical surveillance operations for some members. On one occasion, the Secret Service secretly installed a camera above the keyboard of one Shadowcrew member, the better to observe his ultra-speedy typing. On another, indicted member Rogerio Rodrigues, aka ``Kerberos,'' was followed to a local bank where he allegedly deposited a bag full of money. 

Shadowcrew's leadership was arrested on the evening of Oct. 26, 2004, in an operation involving more than 100 officers executing search warrants, and many more stationed at the Secret Service's Washington headquarters and field offices offering logistical support. 

They reported to Johnson, who commanded the operation from a tactical room outfitted with a gigantic, 12-screen digital map of the United States. 

Some international police agencies, such as Europol and the RCMP, were brought in at the last minute as partners in Operation Firewall. Other countries where cybercrime thrives Russia, for instance were deliberately kept out of the loop. 

Vancouver police carried out detailed surveillance on behalf of the SecretService. With information supplied by the Americans, they matched the IP addresses of suspect computers to homes in Richmond and Surrey, B.C., and singled out three teenagers one just 17 years old for arrest. 

"This was a huge, huge undertaking and there were many pitfalls where things could have gone horribly wrong," says Christie. 

Things almost did go wrong. With the date of the takedown looming, the Secret Service's informant received an instant message with potentially devastating news. 

It was from a Shadowcrew member going by the nic "Ethics," who was offering the contents of starlet Paris Hilton's T-Mobile sidekick a BlackBerry-like device to send e-mails and photos along with a slew of other Hollywood names to a few highly ranked criminals. 

And on the same auction block were the private T-Mobile e-mails of Peter Cavicchia, one of the key Secret Service agents involved in Operation Firewall. 
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By the summer of 2004, acceptance into the criminal ring known as Shadowcrew then at the height of its activity would have been like opening a vein and mainlining a connection to mobsters around the globe. 

This was a 24/7 world, in which hundreds of thousands of dollars changed hands daily in deals brokered over the Internet between hackers, credit card fraud artists, drug dealers and document forgers. 

Generic offers to do deals were posted openly in the pages of Shadowcrew's web portal, Shadowcrew.com, although much of the actual haggling took place in private chats, and in "backrooms" of the website that were accessible only to a trusted few. 

What members saw upon signing in was a sleek introductory page featuring the bold tag line, "For those who wish to play in the shadows!" 

The main page was sub-divided into clickable bulletin board-style discussion groups. A "tutorials and how-to's" section exhorted them to "Learn from those who came before you," while an online auction organized along the lines of EBay provided the means to fence goods bought with forged or stolen credit cards. 

There were bulletin boards dedicated to fraudsters living in Australia, Europe and Latin America. 

There was also a Canadian discussion group, where criminals taught each other vulnerabilities in the domestic banking system, and flogged merchandise ranging from stolen social insurance, debit and credit card numbers to forged citizenship papers. 

At least a third of the main page consisted of discussion groups written in the Cyrillic alphabet used in Russia, Central Asia and Eastern Europe. 

Among thieves, Shadowcrew was considered the most powerful of a handful of rival "boards," which at the time included sites like CarderPlanet.com, TheGrifters.net and MuzzFuzz.com, in addition to dozens of Russian-only criminal websites. 

While the number of people involved in Shadowcrew is uncertain, the U.S. State Department pegs the strength of Shadowcrew at about 4,000 vetted ``nicknames'' at its peak. But the Secret Service whose dual mandate is to protect the president of the United States and to investigate financial crimes was all over the boards. So were confidential informants beholden to police; a smattering of security investigators working in banks and private corporations and the occasional newspaper reporter. 

Yet, none of that investigative presence mattered. The pains members took to shield their true identities and to survive in the competitive and paranoid cyberworld in which rivals took delight in forcing other members off the board gave them a sense of invincibility from "LE", or law enforcement. They signed in under nicknames, or "nics" often taking several online personas at a time, so that if one was banned from the website, they could use a fresh alias the next day. 

They sent encrypted messages over instant messaging systems and used secure e-mail programs like Hushmail.com, whose servers are conveniently located offshore. 

For extra assurance, many members also used "proxies:" computers belonging to ordinary citizens, hotel chains, universities, and corporations that had been hacked to serve as go-betweens for criminal communications. Placed between sender and receiver, the proxy computer captures and retransmits messages so they appear to be addressed from the proxy, instead of the criminal's own computer. 

Const. Tom Guineau of the RCMP's Vancouver Integrated Technological Crime Unit said it is similar to a bank robber using a stolen car to commit his crimes. 

``They'll use the other person's network as a crime vehicle to try to discourage investigations,'' he said. 

Such hacks usually take place in the background, undetectable to the person whose computer is being misused. 

``I've come across home users that have been exploited or compromised and ... weren't aware until we showed up at their door,'' said Guineau. 

To slow down investigators, some hackers jump from computer to computer across the globe making it almost impossible for investigators to determine their true location. 

``Hackers flit around the world virtually and hopscotch servers that they've hacked into and there's no real way for law enforcement to get their mitts on them,'' said Dan Clements, chief executive officer of CardCops, a U.S. company that tracks stolen credit cards. 

In all, according to David Thomas, a former member and later rival of Shadowcrew, true criminals affiliated with the website probably numbered around 200, of whom roughly 75 were engaged in hardcore financial crimes, 20 or so had reached senior status and about 10 belonged to the website's inner governing circle. 

Shadowcrew.com operated in plain view of law enforcement and an unsuspecting public for at least two years until the Secret Service took it down in the sting operation codenamed Operation Firewall on Oct. 26, 2004. That was enough time and manpower, say federal prosecutors, to generate up to hundreds of millions of dollars in illicit bounty. 

"It was a beast of crime. Basically the stuff going on behind the scenes, the business deals, the scams, the 'he-said-she-said,' the rippers (members who ripped each other off), the ideas, the 'hey, I got this; can you do that,' the vending (of stolen goods and numbers) you're talking about so much activity it just boggles the mind," says Thomas. 

Many were allowed to join Shadowcrew, but only after proving their loyalty and worth to the group could a few hope to win the benefits of senior status. It was this combination of discipline, strict organization and an Omerta-style loyalty that enabled the founders to build the board so quickly into an underworld powerhouse. 

According to a U.S. grand jury indictment for 19 of the 28 accused members arrested during Operation Firewall, Andrew Mantovani of Scottsdale, Ariz., was one of the co-founders of Shadowcrew and largely responsible for getting the site running in August 2002. 

By day, Mantovani, now 23, was a part-time student at Scottsdale Community College; a "middle-class kid" with no previous ties to crime, according to his lawyer, Pasquale Giannetta. 

But as the board came alive at night, prosecutors allege that Mantovani, whose nics included "Deck" and "ThnkYouPleaseDie," transformed into the leader of a core group within Shadowcrew known variously as "administrators" or "forum techs," who were in charge of day-to-day operations and long-range planning. 

Mantovani "took great delight" in Shadowcrew's expansion, says Scott Christie, a partner with the law firm of McCarter & English in Newark, N.J., and former U.S. assistant attorney on the Shadowcrew investigation team. 

"He exercised very detailed micro-managerial authority, directing the policies and practices of the group, shaping and guiding it. People paid respect to you if you had (a high-ranking) position and their egos seemed to be gratified by having the ability to command that respect." 

Mantovani and the "admins" wielded absolute authority, deciding who could join and advance up the ranks. And they exerted control over the servers hosting Shadowcrew's computers something that would prove crucial in trapping the cybermob. 

Allegedly responsible for enforcing discipline in the ranks was David Appleyard, a 45-year-old erstwhile mortgage broker, married with two children, and living with his Alzheimer's-afflicted mother in Linwood, N.J. It was a function that Appleyard, through his tough-talking alter ego "Black Ops," relished, according to the federal indictment. 

On the busy bulletin board titled "Scamming bastards," members regularly accused each other of "ripping" each other off. When a mobster nicknamed "ccsupplier" refused to deliver promised merchandise to a senior member, for example, Appleyard posted the offender's name and address. He is also alleged to have threatened him with bodily harm in December 2003. 

Directly below admins in order of importance within the hierarchy were moderators, or "mods", whose job was to oversee the various discussion groups. 

Then came the vendors and reviewers. Before anything could be sold on Shadowcrew, it had to receive a written review; offering to sample and then post assessments of ill-gotten merchandise, credit card numbers, documents or drugs was one of the principal ways the lowest-ranked cybermobsters could advance in status. 

Winning the admiration of others was so critical in the world of the crime boards that posting often, and contributing intelligently spicing one's posts with smart anecdotes and witticisms, or offering key advice to junior members was another way to enhance one's reputation. 

Larry Johnson, the special agent with the Secret Service's criminal investigation division who led Operation Firewall, calls the habits of criminal gangs like Shadowcrew, "amazing. A lot of them have limited social skills," he says, "but guess what; they can go online and sound like Einstein. They take Red Bull or speed (amphetamines) to stay up all night because they're so into computers and that's all they live for.'' 

So it was that a member named "HewlettZ" became a regular on the "Identification" forum, which offered technical assistance to ID forgers, and on the "Canadian" bulletin board. 

In more than 300 posts beginning in the spring of 2004, he offered his opinions on a variety of topics from sourcing the best holograms used on various identification and credit cards, to problems perfecting templates for producing counterfeit documents. 

HewlettZ, sources say, was a 19-year-old British Columbian, one of three teenagers who were arrested last October. 

A 17-year-old Canadian went by the nics "Liquid Dust," "LIQ.dust," or simply "Dust," American authorities say. But this is impossible to corroborate through police and prosecutors in Canada; the teen's name cannot be published because of provisions of the Youth Criminal Justice Act. 

A third teen was later also taken into custody. 

Details of the crimes allegedly perpetrated by the Canadians remain sealed by court order, as prosecutors in that province continue to weigh what, if any, charges will be laid against them. 

But what investigators in both countries allege is that the 17-year-old was the mastermind. 

"He was unusual," says Johnson, "in that you typically don't get that high up in that hierarchy at that (young) age." 
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Two British Columbia police officers have unveiled Canada's first Internet "community" for cybercrime detectives, offering a global network of investigators the means of sharing expertise to fight identity theft and credit card fraud. 

Fincrime.org will let screened and licensed detectives meet online in a secure environment to discuss tactics for reeling in Internet-based criminals who launder money and traffic in stolen documents, credit card numbers, drugs and other illicit merchandise. 

The website was conceived for local Canadian police forces that face serious budgetary challenges and inconsistent training to deal with the surge in cybercrime, say its creators, Vancouver police detectives David Frame and Mark Fenton. Both are members of the computer investigative support unit of the Vancouver police department's financial crime squad the only full-time financial cybercrime unit in Canada. 

The detectives said they also want to put the spotlight on the dangers lurking online, with pages of advice to help ordinary Canadians protect themselves from information thieves. 

"You name the crime, it's being done online, and the bad guys are realizing this and they're flocking to the Internet especially organized crime," said Fenton. 

The idea for an online community of law enforcers came from observing such websites as the now-defunct Shadowcrew.com, which functioned like a criminal auction house bringing together buyers and sellers from far-flung parts of the world. 

Lists of stolen credit card numbers retail for as little as $10 per card, and $100 underworld-version "credit reports" that include sensitive personal and financial information of Canadians trade online minute by minute. 

Recent investigations have brought together police from multiple forces, the U.S. Secret Service and private security investigators working for major corporations. 

It's reflective of a trend toward closer co-operation between police that Fincrime.org aims to foster, Fenton said. 

"It's, 'Put aside the egos, put aside the territory E it's really important that we all start talking.'" 

In Canada, identity theft isn't a crime. It's legal, for example, to possess someone else's identification or the equipment needed to make counterfeit ID; it becomes a criminal offence "personation" only when thieves use fake or stolen ID to buy something. 

"I could walk around with 50 different IDs and that's not illegal, which is problem," said Fenton. 

In the U.S., federal and state prosecutors take on an investigative role, guiding computer crime undercover operations from the outset to help ensure they will hold up to scrutiny. Some attorneys are even assigned exclusively to prosecute cybercrime. 

In contrast, Canadian police are required to work separately from the Crown, without the benefit of specialized legal advice. 

Online criminals often fly beneath police radar because, rather than pulling off one big scam, they commit a small scam like maxing out a forged credit card or failing to deliver goods on EBay hundreds or thousands of times, to victims living in different cities or countries. 

Convincing prosecutors to spend tens of thousands of dollars flying witnesses across North America to appear in court, or having them appear through remote videoconferencing, is a tough sell. 

In the rare instance that criminals make it to court, the penalties on the books have been too lax to dissuade further crime. 

As a result, the odds are overwhelmingly stacked in favour of the criminals. The research firm Gartner Group speculates that fewer than one in 700 identity thefts including credit card theft and related forms of fraud in the U.S. leads to a conviction. Canadian statistics would likely be similar, according to Frame. 

Police believe the solution for now is to mount large-scale undercover investigations in the hope of galvanizing the public and prosecutors into directing more resources into the battle against online crime. 

"We're writing the playbook as we go along," said Frame. "Let's give the courts a really good case where they can say, `Yeah, we can see now (how deep) the tentacles of this go and how it all works." 
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When Angela Laming got the call from Mastercard in May inquiring about a string of dubious-looking charges on her credit card, her reaction was a predictable mix of shock and disgust. 

On a one-day spree, Laming learned, someone had charged hundreds of dollars worth of purchases to her card while the 25-year-old graduate of St. Lawrence College in Kingston, Ont., was busy working at her full-time job on campus. 

"It sucks," she says. "I'd read lots of stories, but I never thought it could happen to me. When it actually does, you're like, 'Wow, this really can happen. Anybody could pretend to be you.'" 

A credit card statement arrived two weeks after the theft was detected, and it read like something out of a 'how-to' manual for committing credit card fraud. 

First, the thief tested the card number by placing an inconspicuous, $2.48-cent order to an American online company, to see if the charge would be declined, a practice referred to in the underground world as a "dump check." 

Then it was time to go shopping. Among the biggest of a dozen suspect line items on her bill was $500 wired through Western Union _ a scam known as a "WU," in which thieves launder stolen credit card numbers by wiring themselves cash advances through the American financial services giant. (Bank accounts, and electronic monetary transfer services, such as WebMoney or E-Gold.com, are well known laundering stops as well, according to police.) 

Mastercard immediately cancelled all charges and sent a replacement card, but the experience so unnerved Laming she has yet to activate the new card. 

And in a move experts say belies a wider anxiety about the security of e-commerce, Laming's experience with cybercrime has permanently changed her purchasing habits, making her wary of shopping online. 

"After (Mastercard) said they'd taken care of all the charges, I felt better," she explains, "but I still don't really feel safe anymore (online) knowing that my information was out there for anyone to see." 

Although Laming didn't have to pay the fraudulent bill, consumers inevitably do. After losing merchandise to thieves, retailers must also pay credit card companies the full amount charged, plus an extra percentage called a "chargeback fee" amounting to a penalty for the "bad" transaction. 

It's a triple whammy that big box chain stores, mom-and-pop shops and e-tailers are passing along to consumers in the form of higher sticker prices. 

"There are two victims here: the cardholder and the merchant who is unwittingly accepting this card," says Michael Brown, co-founder of Malibu, Calif.-based CardCops, Inc., which specializes in alerting consumers to online fraud for a fee. 

"The merchant really gets hammered and we all pay for it in the long run." 

Laming's trials may not be over yet. Her name, address, telephone number, credit card number with expiry date and supposedly secure PIN, were among the thousands of detailed records that CardCops, using proprietary software and gumshoe investigation, retrieves daily from Internet chat rooms and criminal websites where personal information is traded like a commodity. 

Customers, who include previous victims of identity theft and credit card fraud, pay Brown's company $15 US a year to be notified if their personal information turns up online. 

Internet security investigators warn that stolen credit card information can be traded multiple times by thieves located around the globe. Even if a stolen credit card is cancelled, personal information in the file that often accompanies it _ such as a billing address, telephone and preferred password _ continues circling the Internet, and may be useful in targeting the same victim for further identity crimes. 
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The ping pong of private messages on the afternoon of March 23, 2004, between David Thomas, a.k.a. "ElMariachi," and a hacker he knew as "Ethics" had until that moment been fairly routine -- just the polite banter that is the usual prelude to hatching criminal business online. 

Routine, that is, until Ethics let loose this juicy tidbit: 

"btw (by the way), you know anyone who would pay to get celebs private cell phone numbers? or any other number's from t-mobile's database? Sort of my major resource right now ..." 

This drew the virtually instant reply from ElMariachi: 

"hehehehehe oh man that would be so (f---ing) cool" 

Mr. Thomas, 47, was the founder of Shadowcrew's nemesis, TheGrifters.net. He had started the web board in January 2004, after falling out of favour with Shadowcrew administrators, especially Black Ops, the chief enforcer, who suspected him of co-operating with law enforcement. 

Ethics, the Secret Service would later determine, was a vendor on Shadowcrew.com. He was a mid-level hacker and identity thief trying to work his way up on what were then the online underworld's most popular crime boards. 

He had hacked the main computer server of Bellevue, Washington wireless carrier T-Mobile USA, he boasted, and could offer ElMariachi access to personal and billing information for more than 19.2 million U.S. subscribers to T-Mobile cellphones and Sidekick personal digital assistants. 

The hacker offered ElMariachi a sample. It was the address, date of birth, social security number, secret question and answer, account password, web username and password, and the e-mail address of one Paris W. Hilton of Beverly Hills. 

There was more. Ethics had called the Secret Service's east coast field office to find out who was running cybercrime investigations, learned it was Peter Cavicchia, a T-Mobile e-mail subscriber, and tapped into his account, too. 

In Special Agent Cavicchia's e-mail, Ethics uncovered internal Secret Service documents, portions of a mutual legal assistance treaty with Russia, and e-mails about cybercrime investigations, including the Shadowcrew investigation known as Operation Firewall. And he learned that the ICQ numbers he and certain other Shadowcrew members were using to chat anonymously were under investigation. 

Fortunately for investigators, Ethics didn't stop at Mr. Thomas. He approached a Shadowcrew admin with the identical sales pitch, unaware that the admin was a Secret Service informant. 

Alerted to the security breach, agents arranged through the snitch to give Ethics a "secure" proxy connection to Shadowcrew.com -- one they controlled. 

For the next few months, Ethics and his computer were put under surveillance. He was soon identified as 21-year-old Nicolas Jacobsen, a stocky, middle-class man from Oregon, who had failed in launching his own computer consulting business, moved to California, and was working for a shipping software firm in Santa Ana. 

Investigators watched as Mr. Jacobsen, on various occasions, looked up as many as 400 names from the T-Mobile database. 

On Oct. 19, 2004 -- one week before Shadowcrew's alleged kingpins were due to fall in Operation Firewall -- investigators swooped into Mr. Jacobsen's apartment complex to make the just-in-time arrest. 

In the months that followed, Agent Cavicchia, whose e-mail was compromised, left his job. 

Mr. Jacobsen pleaded guilty to a single count of computer hacking, a federal offence carrying a maximum penalty of five years imprisonment and a $250,000 fine. He was sentenced in May before a Los Angeles district court judge, who immediately ordered the proceedings sealed. 

On Oct. 18, the first 19 of 28 arrested in the U.S. portion of the international sting are expected to go on trial in New Jersey. Among them will be Andrew Mantovani, alleged founding admin, who is accused of electronically transferring batches of stolen credit card numbers to Shadowcrew members, and of selling 18 million e-mail accounts, complete with names and addresses, dates of birth, user names and passwords -- the basics, in other words, to begin falsely assuming a victim's identity. 

Within days of the arrests, members of Shadowcrew had its successor up and running: A website called Offshorecrew.biz, featuring the tag line "It's a new day." 

The site was traced to a computer server in Panama under a falsely registered business address. 

Law enforcement officials in the U.S. and in Canada admit the investigation into Shadowcrew is widening, not shrinking. 

Cybermobsters who escaped prosecution are believed to be operating in all major Canadian cities. The number of online crime boards is growing. 

And the pursuit of cybercriminals is hampered by a lack of resources for undercover work, and by the failure of courts in many instances to comprehend, let alone harshly penalize, computer-related crimes of identity. 

With no federal office for cybercrime comparable to the FBI or Secret Service, and no laws specifically dealing with identity theft or sales of fake ID, Canadian police detachments shoulder the burden of investigating credit card fraud and identity theft. The result is inconsistency in the training of officers and the capacity of crime-fighting efforts across the country. 

"You get a guy who each week ... takes on a different persona, and let's say he gets 50 victims each week, at an average of $500 per person, times the number of weeks he's able to get away with it, and you're looking at some pretty serious coin," says the Vancouver police department's Det. Const. Mark Fenton. 

"A lot of departments, even if they take an Internet investigation complaint, they don't realize that what (looks like) a $500 fraud, could actually be a $5,000-$10,000 dollar fraud." 

At the very least, Det. Fenton would like to see possession or sales of false and stolen ID cards be redefined as criminal offences. 

In the wake of every highly publicized arrest, police acknowledge, the Internet's new mafias are learning to avoid getting caught the next time. 

"When you go after one arm and cut that off, the other arms panic, everyone lays low for a bit and they slowly start coming back," says Det. Fenton. 

"And then they're back doing their thing with a vengeance." 
Illustration:
• Photo: Walter Hinick , CanWest News Service / Former Shadowcrew member Dave Thomas was the founder of Shadowcrew's nemesis, TheGrifters.net , one of the many online groups that specialize in credit card fraud and identity theft. A spokesman for the U.S. Secret Service refused to comment on the fate of David Thomas, who was not one of the 28 who were taken down as part of Operation Firewall.
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To hear investigators tell the tale, it took a lucky break to ignite the largest, most successful and instructive cybercrime investigation in the history of the Internet. 

In November 2003, United States Secret Service special agents set up a meeting with Scott Christie, then an assistant U.S. Attorney leading the computer hacking and intellectual property section of the New Jersey prosecutor's office. 

The subject was Shadowcrew.com, a website in its second year of operations, whose members did a brisk business selling tens of thousands of dollars daily worth of stolen and forged credit cards, stolen identities, drugs and stolen merchandise. 

During the summer of 2003, Secret Service agents had managed to turn one high-ranking member into an informant, which opened up the possibility of conducting a significant undercover investigation to be called Operation Firewall. Would Mr. Christie be interested in signing on? He would. 

"It was not simply a matter of pursuing lower-level folks who were selling stolen credit cards. It was going after the leadership of this group, who were very open and blatant about what they were doing, and in many respects were taunting law enforcement," said Mr. Christie, who left the U.S. Attorney's office after the takedown to become a partner in a private law firm in Newark, New Jersey. 

"We realized it would be the first time we could shut down a group and not just pick at it piecemeal from below, but sort of decapitate it from above." 

Over the 11 months that followed, agents and prosecutors laid a "special and unique" trap, said Mr. Christie. 

To catch a thief, his or her true identity first must be revealed. In the online world, where anonymity is encouraged, this was no easy task. 

Shadowcrew's new recruits selected user names and passwords to sign into the website, and were under no obligation to divulge personal information that could corroborate their identity or whereabouts. 

Once accepted as members, they took even more elaborate steps to ensure anonymity: adopting screen nicknames, or "nics", using secure e-mail and instant messaging, and bouncing messages through multiple "proxy" computers that rendered communications untraceable. 

Backed by the full administrative access privileges of their snitch, agents began collecting evidence against the "nics" of select members of Shadowcrew, and filing wiretap applications to infiltrate suspects' computers and monitor them. 

But the real breakthrough came in February 2004, when the informant, on instructions from Secret Service handlers, invited a few key members to take part in a new service touted as a bulletproof privacy safeguard: An encrypted backdoor tunnel into Shadowcrew.com called a virtual private network, or VPN. 

As far as the mobsters were concerned, the VPN connected everyone who used it to Shadowcrew.com as if from a single Internet address, making it difficult to trace individual communications. Since access to the VPN was by invitation only, it was a measure of prestige to be asked to join. 

For law enforcement, the VPN offered a confined space in which to focus surveillance on the Shadowcrew kingpins, and to avoid unintended intercepts by outsiders, which could hinder the investigation. 

Under the pretense that it was the only way to ensure they could trust one another, invitees were ordered to connect to the VPN directly from their home computers, instead of from the usual untraceable series of proxies. Incredibly, all agreed to the ruse, which exposed their true identities and locations to law enforcement. 

The VPN was the first computer network in U.S. history to be wiretapped under a 1968 U.S. law that had until then only applied to traditional eavesdropping investigations using technologies such as hidden microphones. 

It was the beginning of a series of legal and investigative firsts, Mr. Christie said. 

To respect the law requiring them to pick out only incriminating messages from among the instant chats and secure e-mails flooding the VPN daily, lawyers invented a novel method of interception they dubbed "after the fact minimization." 

Investigators were divided into two groups: One a "taint" team whose job was to review the raw data; the other a more specialized crew given only material that had been judged pertinent to the investigation. 

The gamble was that the wiretaps wouldn't be tossed out in upcoming criminal trials of Shadowcrew members -- the first is slated for this month -- on grounds that evidence collected under them wasn't pertinent. 

"It was incredibly daunting, not only to make the best criminal case you can, but to satisfy the judge that you're bending over backwards against violating the rights of people who were intercepted," Mr. Christie said. Legal assistance was available up to 18 hours a day from the New Jersey District Attorney's office and the U.S. Department of Justice in Washington. Lawyers filed several thousand pages of wiretap renewal applications, progress reports and associated court orders, and would spend months sifting through electronic evidence seized during the busts. 

All documents needed to be crafted using simplified language to be comprehensible to judges and court officials, many of whom were confronting computer terminology for the first time. 

The Secret Service agents firmly in command of Shadowcrew.com had to maintain the appearance that their snitch was running the show. Yet he or she could only pretend to carry out business as usual -- a confidential informant working for the federal government was expected to refrain from committing further crimes. 

"How can you tell people, when you're a hardened member, that all of a sudden you've found religion?" Mr. Christie said. 

"We (traded) on the reputation of the informant; his professed concern that continuing to be involved in this activity would bring the scrutiny of law enforcement. But there was some concern that people would put two and two together and (realize that) law enforcement was running the site." 

The furthest agents went to keep up appearances was to take stolen "credit card numbers (out of circulation) using government funds," according to Larry Johnson, special agent in charge of criminal investigations for the Secret Service. 

Since any awkward exchange between criminals and undercover agents might have alerted the acutely suspicious crew members to traitors in their midst, investigators had to become experts in the unique shorthand and sub-culture of the crime boards. Agents adopted the slang language of their quarry, and are believed to have taken over -- "nic-jacking" -- the Internet aliases of members who included the secret informant. 

They also set up physical surveillance operations for some members. On one occasion, the Secret Service secretly installed a camera above the keyboard of one Shadowcrew member, the better to observe his ultra-speedy typing. On another, indicted member Rogerio Rodrigues, aka "Kerberos," was followed to a bank where he allegedly deposited a bag full of money. 

Shadowcrew's leadership was arrested on the evening of Oct. 26, 2004, in an operation involving more than 100 officers executing search warrants, and many more stationed at the Secret Service's Washington headquarters and field offices offering logistical support. 

They reported to Mr. Johnson, who commanded the operation from a tactical room outfitted with a gigantic, 12-screen digital map of the U.S. 

Some international police agencies, such as Europol and the RCMP, were brought in at the last minute as partners in Operation Firewall. Other countries where cybercrime thrives -- Russia, for instance -- were kept out of the loop. 

Vancouver police carried out detailed surveillance on behalf of the Secret Service. They matched the IP addresses of suspect computers to homes in Richmond and Surrey, B.C., and singled out three teenagers -- one only 17 years old -- for arrest. 

"This was a huge, huge undertaking and there were many pitfalls where things could have gone horribly wrong," said Mr. Christie. 

Things almost did go wrong. With the date of the takedown looming, the Secret Service's informant received an instant message with potentially devastating news. 

It was from a Shadowcrew member going by the nic "Ethics," who was offering the contents of starlet Paris Hilton's T-Mobile sidekick -- a BlackBerry-like device to send e-mails and photos -- along with a slew of other Hollywood names to a few highly ranked criminals. And on the same auction block were the private T-Mobile e-mails of Peter Cavicchia, one of the key Secret Service agents involved in Operation Firewall. 
Illustration:
• Colour Photo: Peter Taylor, CanWest News Service / Former U.S. prosecutor Scott Christie, now in private practice with McCarter and English in Newark, New Jersey, says going after the elusive members of Shadowcrew.com 'was not simply a matter of pursuing lower-level folks who were selling stolen credit cards. It was going after the leadership of this group, who were very open and blatant about what they were doing, and in many respects were taunting law enforcement.'
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VANCOUVER - In the twilight hours of Oct. 26, 2004, a plainclothes American Secret Service agent stood by a grove of maple trees near a middle-class home in the suburb of Richmond. 

Tom Musselwhite, a 20-year veteran in charge of Western Canadian operations, had busted his share of bank and credit card scammers. This time, he was waiting to observe the takedown of a different breed of conman. 

The suspect was an alleged member of an Internet-based identity theft and credit card fraud ring, whose tentacles stretched across North America, Latin America and Europe. Police considered him one of the gang's elite, the brains behind a Canadian document forgery and drugs operation that allegedly included two accomplices from Lower Mainland British Columbia. 

And he was just 17 years old. 

At precisely 6 p.m., Det.-Const. Mark Fenton, a computer crime investigator with Vancouver Police Department, gave the 'go' order. Without the usual police warning to "open up," the door went in. 

Armed officers from the Vancouver emergency response team, the local RCMP detachment and Vancouver police surrounded the youth as he sat at the dinner table eating lasagna with his father, brother, and a teenage friend. His computer, switched on when officers arrived, was taken into evidence. 

"We went in there and literally the fork just came out of the mouth," Fenton says. "Then I had to sit down with the (17-year-old's) parents and explain why we were there because obviously (they) were dumbfounded, to say the least." 

The youth was driven along with his stunned father to the Richmond police station and questioned on suspicion of forging drivers' licences and other ID. Later that evening, his friend was arrested for allegedly peddling ecstasy over the Internet. 

A second raid conducted simultaneously in nearby Surrey yielded a third arrest: that of a 19-year-old whose specialty, police allege, was procuring stolen credit card numbers and the equipment to make fake documents. 

At the scene, Musselwhite placed a cellphone call to headquarters in Washington: the Canadian busts had gone down without a hitch, he said. 

It was the same across the U.S., Latin America and Europe, where local police, aided by the Secret Service, carried out a sweep of raids netting at least 28 alleged high-ranking members of Shadowcrew in a sting codenamed Operation Firewall. 

Two days later, the web portal Shadowcrew.com was gone. Its home page had been replaced by a caricature of a jailbird gripping the bars of a prison cell, featuring the theme song from the Hollywood movie Mission: Impossible playing in the background. 

"You can imagine how this infuriated the Shadowcrew group because a lot of them see it as this battle against authority, against police," says the special agent. 

"It was nice because (police left the message), 'if you had anything to do with it give us a call.' And somebody did give us a call." 

(Type in Shadowcrew.com today and the Secret Service's page has been replaced yet again, this time by a more ominous spoof. The newest version of the website, registered to a Miami, Fla., address under the e-mail address "wedonotspamthisisajoejob@yahoo.com, offers searchable hyperlinks for topics ranging from "credit card hacking," to "Id cards" and "fake diplomas." A Secret Service spokesman says the agency won't confirm or deny it is monitoring ongoing changes to registration of the Shadowcrew.com domain name.) 

Based on court documents filed for the trial of the first 19 indicted Shadowcrew members scheduled for this month in Newark, N. J., and interviews with investigators, prosecutors and others, Shadowcrew was a kind of underworld bazaar. 

Criminals who were carefully screened by fellow members sold drugs, laundered money, and bought and sold 1.5 million stolen credit card and debit numbers gleaned from a variety of sources, including Canadian banks. 

Some 18 million e-mail accounts were broken into, and millions of pieces of personal identification -- including fake drivers' licences, social insurance cards and other so-called "novelties" -- were auctioned between members. 

The stolen numbers and fake cards were used to buy and sell merchandise through e-commerce sites, pawnshops and online auction sites like eBay. 

Shadowcrew members took in $4.3 million in illicit profit in just over a year of the website's operation. But that corresponds only to the "provable loss" of thousands of credit card numbers undercover operatives managed to obtain from thieves. 

A true estimate of the damage and its impact on potentially tens of thousands of victims worldwide would be "virtually incalculable," according to a former assistant U.S. Attorney on the investigation team. 

"There was so much in the way of counterfeit cards transversing the website at any one time, I don't know that anyone could ever fully quantify it," says Scott Christie, now a partner with the law firm of McCarter & English in Newark. "But it's not a stretch to say (the financial loss) was in the hundreds of millions." 

In every G-8 nation -- and every major Canadian city -- investigators say, former members of Shadowcrew who escaped arrest last October are continuing to pursue financial crimes through an Internet-aided, globally entrenched network with deepening ties to organized crime. 

Since the takedown of Shadowcrew, they've moved operations to a burgeoning number of copycat criminal websites, with URLS like extreme-card.com, Carders.ws, and forum.theftservices.com/index.php. 

Victims include banks and insurance companies, shopping websites and individual consumers. The crimes are becoming increasingly sophisticated, their reach global. 

Yet the public is mostly in the dark about the threat posed by cybercrime. 

Cybermobs have a reputation for being exceedingly difficult to find, let alone investigate or prosecute, thanks in part to the sophisticated anonymizing software and hacker techniques they use to shield their activities. 

Investigators also complain of a dearth of resources and personnel, and of uneven co-operation from some countries -- often former republics of the Soviet Union -- in extraditing organized criminals who are directing massive online scams against North American businesses and the public. 

And through the great leveller that is the Internet, underworld figures traditionally associated with drug dealing and financial crimes are joining forces with teenagers, using them as "hackers for hire" or as lowly mules to cash out dishonest gains. 

These youth aren't the "white hat hackers" portrayed in Hollywood movies of the 1990s. They're teens and twentysomethings, typically from middle-class neighbourhoods, who are highly intelligent and computer savvy, but lacking in social skills, according to law enforcement. 

Some are drug-addicted -- crystal meth and cocaine are the drugs of choice -- who resort to online identity theft or credit card fraud to fuel their habits. 

"You don't throw the keys to your kid who's 13 and you go 'here you go, go drive.' Why? Because it's dangerous," says Fenton. 

"But what we do is we buy them a $1,000 or $2,000 computer, hook them up to the world and say: 'Have fun.'" 

In the year since the Operation Firewall busts, police have orchestrated a series of "stealth" arrests around the world and in Canada, hunting down an undisclosed number of suspects based on evidence collected from the original busts. 

Vancouver police say prosecutors here are still discussing with their U.S. counterparts what, if any, charges to lay against the three arrested youth from B.C. 

The father of the 17-year-old -- whose identity cannot be divulged under provisions of the Youth Criminal Justice Act -- acknowledges he's frustrated about the turn of events, although he remains optimistic. 

"I'm pissed off," he said in an interview, referring to allegations about his son's key role in Shadowcrew. "Kids do stuff you don't even know about and when you find out, you're disappointed. (But) when the smoke clears, you'll find out he didn't have much to do with it." 

By the summer of 2004, acceptance into Shadowcrew -- then at the height of its activity -- would have been like opening a vein and mainlining a connection to mobsters around the globe. 

This was a 24/7 world, in which hundreds of thousands of dollars changed hands daily in deals brokered over the Internet between hackers, credit card fraud artists, drug dealers and document forgers. 

Generic offers to do deals were posted openly in the pages of Shadowcrew's web portal, Shadowcrew.com, although much of the actual haggling took place in private chats, and in "backrooms" of the website that were accessible only to a trusted few. 

What members saw upon signing in was a sleek introductory page featuring the bold tag line, "For those who wish to play in the shadows!" 

The main page was sub-divided into clickable bulletin board-style discussion groups. A "tutorials and how-to's" section exhorted them to "Learn from those who came before you," while an online auction organized along the lines of eBay provided the means to fence goods bought with forged or stolen credit cards. 

There were bulletin boards dedicated to fraudsters living in Australia, Europe and Latin America. 

There was also a Canadian discussion group, where criminals taught each other vulnerabilities in the domestic banking system, and flogged merchandise ranging from stolen social insurance, debit and credit card numbers to forged citizenship papers. 

At least a third of the main page consisted of discussion groups written in the Cyrillic alphabet used in Russia, Central Asia and Eastern Europe. 

Among thieves, Shadowcrew was considered the most powerful of a handful of rival "boards," which at the time included sites like CarderPlanet.com, TheGrifters.net and MuzzFuzz.com, in addition to dozens of Russian-only criminal websites. 

While the number of people involved in Shadowcrew is uncertain, the U.S. State Department pegs the strength of Shadowcrew at about 4,000 vetted "nicknames" at its peak. But the Secret Service -- whose dual mandate is to protect the president of the United States and to investigate financial crimes -- was all over the boards. So were confidential informants beholden to police; a smattering of security investigators working in banks and private corporations and the occasional newspaper reporter. 

Yet, none of that investigative presence mattered. The pains members took to shield their true identities -- and to survive in the competitive and paranoid cyberworld in which rivals took delight in forcing other members off the board -- gave them a sense of invincibility from "LE," or law enforcement. They signed in under nicknames, or "nics" -- often taking several online personas at a time, so that if one was banned from the website, they could use a fresh alias the next day. 

They sent encrypted messages over instant messaging systems and used secure e-mail programs like Hushmail.com, whose servers are conveniently located offshore. 

For extra assurance, many members also used "proxies:" computers belonging to ordinary citizens, hotel chains, universities, and corporations that had been hacked to serve as go-betweens for criminal communications. Placed between sender and receiver, the proxy computer captures and retransmits messages so they appear to be addressed from the proxy, instead of the criminal's own computer. 

Const. Tom Guineau of the RCMP's Vancouver Integrated Technological Crime Unit said it is similar to a bank robber using a stolen car to commit his crimes. 

"They'll use the other person's network as a crime vehicle to try to discourage investigations," he said. 

Such hacks usually take place in the background, undetectable to the person whose computer is being misused. 

"I've come across home users that have been exploited or compromised and... weren't aware until we showed up at their door," said Guineau. 

To slow down investigators, some hackers jump from computer to computer across the globe -- making it almost impossible for investigators to determine their true location. 

"Hackers flit around the world virtually and hopscotch servers that they've hacked into and there's no real way for law enforcement to get their mitts on them," said Dan Clements, chief executive officer of CardCops, a U.S. company that tracks stolen credit cards. 

In all, according to David Thomas, a former member and later rival of Shadowcrew, true criminals affiliated with the website probably numbered around 200, of whom roughly 75 were engaged in hardcore financial crimes, 20 or so had reached senior status and about 10 belonged to the website's inner governing circle. 

Shadowcrew.com operated in plain view of law enforcement -- and an unsuspecting public -- for at least two years until the Secret Service took it down in the sting operation codenamed Operation Firewall on Oct. 26, 2004. That was enough time and manpower, say federal prosecutors, to generate up to hundreds of millions of dollars in illicit bounty. 

"It was a beast of crime. Basically the stuff going on behind the scenes, the business deals, the scams, the 'he-said-she-said,' the rippers (members who ripped each other off), the ideas, the 'hey, I got this; can you do that,' the vending (of stolen goods and numbers) -- you're talking about so much activity it just boggles the mind," says Thomas. 

Many were allowed to join Shadowcrew, but only after proving their loyalty and worth to the group could a few hope to win the benefits of senior status. It was this combination of discipline, strict organization and an Omerta-style loyalty that enabled the founders to build the board so quickly into an underworld powerhouse. 

According to a U.S. grand jury indictment for 19 of the 28 accused members arrested during Operation Firewall, Andrew Mantovani of Scottsdale, Ariz., was one of the co-founders of Shadowcrew and largely responsible for getting the site running in August 2002. 

By day, Mantovani, now 23, was a part-time student at Scottsdale Community College; a "middle-class kid" with no previous ties to crime, according to his lawyer, Pasquale Giannetta. 

But as the board came alive at night, prosecutors allege that Mantovani, whose nics included "Deck" and "ThnkYouPleaseDie," transformed into the leader of a core group within Shadowcrew known variously as "administrators" or "forum techs," who were in charge of day-to-day operations and long-range planning. 

Mantovani "took great delight" in Shadowcrew's expansion, says Scott Christie, a partner with the law firm of McCarter & English in Newark, N.J., and former U.S. assistant attorney on the Shadowcrew investigation team. 

"He exercised very detailed micro-managerial authority, directing the policies and practices of the group, shaping and guiding it. People paid respect to you if you had (a high-ranking) position and their egos seemed to be gratified by having the ability to command that respect." 

Mantovani and the "admins" wielded absolute authority, deciding who could join and advance up the ranks. And they exerted control over the servers hosting Shadowcrew's computers -- something that would prove crucial in trapping the cybermob. 

Allegedly responsible for enforcing discipline in the ranks was David Appleyard, a 45-year-old erstwhile mortgage broker, married with two children, and living with his Alzheimer's-afflicted mother in Linwood, N.J. It was a function that Appleyard, through his tough-talking alter ego "Black Ops," relished, according to the federal indictment. 

On the busy bulletin board titled "Scamming bastards," members regularly accused each other of "ripping" each other off. When a mobster nicknamed "ccsupplier" refused to deliver promised merchandise to a senior member, for example, Appleyard posted the offender's name and address. He is also alleged to have threatened him with bodily harm in December 2003. 

Directly below admins in order of importance within the hierarchy were moderators, or "mods," whose job was to oversee the various discussion groups. 

Then came the vendors and reviewers. Before anything could be sold on Shadowcrew, it had to receive a written review; offering to sample and then post assessments of ill-gotten merchandise, credit card numbers, documents or drugs was one of the principal ways the lowest-ranked cybermobsters could advance in status. 

Winning the admiration of others was so critical in the world of the crime boards that posting often, and contributing intelligently -- spicing one's posts with smart anecdotes and witticisms, or offering key advice to junior members -- was another way to enhance one's reputation. 

Larry Johnson, the special agent with the Secret Service's criminal investigation division who led Operation Firewall, calls the habits of criminal gangs like Shadowcrew, "amazing. A lot of them have limited social skills," he says, "but guess what; they can go online and sound like Einstein. They take Red Bull or speed (amphetamines) to stay up all night because they're so into computers and that's all they live for." 

So it was that a member named "HewlettZ" became a regular on the "Identification" forum, which offered technical assistance to ID forgers, and on the "Canadian" bulletin board. 

In more than 300 posts beginning in the spring of 2004, he offered his opinions on a variety of topics -- from sourcing the best holograms used on various identification and credit cards, to problems perfecting templates for producing counterfeit documents. 

HewlettZ, sources say, was a 19-year-old British Columbian, one of three teenagers who were arrested last October. 

A 17-year-old Canadian went by the nics "Liquid Dust," "LIQ.dust," or simply "Dust," American authorities say. But this is impossible to corroborate through police and prosecutors in Canada; the teen's name cannot be published because of provisions of the Youth Criminal Justice Act. 

A third teen was later also taken into custody. 

Details of the crimes allegedly perpetrated by the Canadians remain sealed by court order, as prosecutors in that province continue to weigh what, if any, charges will be laid against them. 

But what investigators in both countries allege is that the 17-year-old was the mastermind. 

"He was unusual," says Johnson, "in that you typically don't get that high up in that hierarchy at that (young) age." 
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• Photo: Cybermobsters sold drugs, laundered money, cracked 18 million e-mail accounts, and bought and sold 1.5 million debit and credit card numbers Photo: Don MacKinnon, CanWest News Services / Tom Musselwhite, special agent in charge of the U.S. Secret Service's operations in western Canada, says that people in most, if not all, major Canadian cities were involved in Shadowcrew. However, only three Canadians have so far been arrested. Colour Photo: Photo by Chip Somodevilla / U.S. Secret Service Special Agent Larry D. Johnson, who was involved in investigating Shadowcrew, says that the habits of some of the cyber-criminals were "amazing." The hackers, Johnson says, were utterly consumed by computers, able to engage in illegal activities through the night, fortified by drugs or caffeinated drinks. And yet, "a lot of them have limited social skills," Johnson says.
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'It sucks ... I never thought it could happen to me'
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When Angela Laming got the call from Mastercard in May inquiring about a string of dubious-looking charges on her credit card, her reaction was a predictable mix of shock and disgust. 

In one day, Ms. Laming learned, someone had charged hundreds of dollars worth of purchases to her card while the 25-year-old graduate of St. Lawrence College in Kingston, was busy working at her full-time job on campus. 

"It sucks," she says. "I'd read lots of stories, but I never thought it could happen to me. When it actually does, you're like, 'Wow, this really can happen. Anybody could pretend to be you.'" 

A credit card statement arrived two weeks after the theft was detected, and it read like something out of a 'how-to' manual for committing credit card fraud. 

First, the thief tested the card number by placing an inconspicuous, $2.48-cent order to an American online company, to see if the charge would be declined, a practice referred to in the underground world as a "dump check." 

Then it was time to go shopping. Among the biggest of a dozen suspect line items on her bill was $500 wired through Western Union -- a scam known as a "WU," in which thieves launder stolen credit card numbers by wiring themselves cash advances through the U.S. financial services giant. 

(Bank accounts, and electronic monetary transfer services, such as WebMoney or E-Gold.com, are well-known laundering stops as well, according to police.) 

Mastercard immediately cancelled all charges and sent a replacement card, but the experience so unnerved Ms. Laming she has yet to activate the new card. 

And in a move experts say belies a wider anxiety about the security of e-commerce, Ms. Laming's experience with cybercrime has permanently changed her purchasing habits, making her wary of shopping online. 

"After (Mastercard) said they'd taken care of all the charges, I felt better," she explains, "but I still don't really feel safe anymore (online) knowing that my information was out there for anyone to see." 

Although Ms. Laming didn't have to pay the fraudulent bill, consumers inevitably do. After losing merchandise to thieves, retailers must also pay credit card companies the full amount charged, plus an extra percentage called a "chargeback fee" amounting to a penalty for the "bad" transaction. 

It's a triple whammy that big-box chain stores, mom-and-pop shops and e-tailers are passing along to consumers in the form of higher sticker prices. 

"There are two victims here: the cardholder and the merchant who is unwittingly accepting this card," says Michael Brown, co-founder of CardCops, Inc. in Malibu, California, which specializes in alerting consumers to online fraud for a fee. 

"The merchant really gets hammered and we all pay for it in the long run." 

Ms. Laming's trials may not be over yet. Her name, address, telephone number, credit card number with expiry date and supposedly secure PIN, were among the thousands of detailed records that CardCops, using proprietary software and gumshoe investigation, retrieves daily from Internet chat rooms and criminal websites where personal information is traded like a commodity. 

Customers, who include previous victims of identity theft and credit card fraud, pay Mr. Brown's company $15 U.S. a year to be notified if their personal information turns up online. 

Internet security investigators warn that stolen credit card information can be traded multiple times by thieves located around the globe. 

Even if a stolen credit card is cancelled, personal information in the file that often accompanies it -- such as a billing address, telephone and preferred password -- continues circling the Internet, and may be useful in targeting the same victim for further identity crimes. 
Illustration:
• Photo: Michael Lea, The Whig-Standard / Angela Laming, a victim of credit card fraud, says the experience has changed her purchasing habits, making her wary of shopping online.
Idnumber: 200510150125 
Edition: Final 
Story Type: Business; Crime; Series 
Length: 603 words 
Illustration Type: Black & White Photo 


New breed of organized crime emerges
The StarPhoenix (Saskatoon) 
Saturday, October 15, 2005 
Page: E2 
Section: Weekend Extra 
Byline: Sarah Staples 
Source: CanWest News Service 
Shadowcrew was a kind of underworld bazaar, according to authorities, but the Internet-based criminal ring was no bargain-basement operation. 

Based on court documents filed for the trial of the first 19 indicted Shadowcrew members scheduled for this month in Newark, N. J., and interviews with investigators, prosecutors and others, criminals who were carefully screened by fellow members sold drugs, laundered money and bought and sold 1.5 million stolen credit-card and debit numbers gleaned from a variety of sources, including Canadian banks. 

Some 18 million e-mail accounts were broken into, and millions of pieces of personal identifi - cation -- including fake drivers' licences, social insurance cards and other so-called "novelties" -- were auctioned between members. 

Stolen numbers and fake cards were used to buy and sell merchandise through e-commerce sites, pawnshops and online auction sites like EBay by the gang, whose tentacles stretched across North America, Latin America and Europe. 

And one of its elite, police allege, was a 17-year-old Richmond youth, said by police to be the brains behind a Canadian document forgery and drugs operation that allegedly included two accomplices from the Lower Mainland. 

Armed officers from the Vancouver Emergency Response Team, the local RCMP detachment and the Vancouver police arrested the youth at his Richmond home as he sat at the dinner table eating lasagna with his father, brother and a teenage friend on Oct. 26, 2004. His computer, switched on when officers arrived, was taken into evidence. 

"We went in there and literally the fork just came out of the mouth," Det.-Const. Mark Fenton, a computer crime investigator with the Vancouver Police Department, says. "Then I had to sit down with the (17-year-old's) parents and explain why we were there because obviously (they) were dumbfounded, to say the least." 

The youth was driven along with his stunned father to the police station and questioned on suspicion of forging drivers' licences and other ID. Later that evening, his friend was arrested for allegedly peddling ecstasy over the Internet. 

A second raid conducted simultaneously in Surrey yielded a third arrest: that of a 19-yearold whose specialty, police allege, was procuring stolen credit-card numbers and the equipment to make fake documents. 

It was the same across the U.S., Latin America and Europe, where local police, aided by the U.S. Secret Service, carried out a sweep of raids netting at least 28 alleged high-ranking members of Shadowcrew in Operation Firewall. 

Two days later, the web portal Shadowcrew. com was gone. Its home page was replaced by a caricature of a jailbird gripping the bars of a prison cell, featuring the theme song from the Hollywood movie Mission Impossible playing in the background. 

"You can imagine how this infuriated the Shadowcrew group because a lot of them see it as this battle against authority, against police," says Tom Musselwhite, a U.S. Secret Service agent in charge of Western Canadian operations, who was present at the B.C. busts. 

"It was nice because (police left the message), 'If you had anything to do with it, give us a call.' And somebody did give us a call." 

Shadowcrew members took in $4.3 million in illicit profit in just over a year of the website's operation. But that corresponds only to the "provable loss" of thousands of credit-card numbers undercover operatives managed to obtain from thieves. 

A true estimate of the damage and its impact on potentially tens of thousands of victims worldwide would be "virtually incalculable," according to a former assistant U.S. attorney on the investigation team. 

Cybermobs have a reputation for being exceedingly difficult to find, let alone investigate or prosecute, thanks in part to the sophisticated anonymizing software and hacker techniques they use to shield their activities. 

Investigators also complain of a dearth of resources and personnel, and of uneven cooperation from some countries -- often former republics of the Soviet Union -- in extraditing organized criminals who are directing massive online scams against North American businesses and the public. 

And through the great leveller that is the Internet, underworld figures traditionally associated with drug dealing and financial crimes are joining forces with teenagers, using them as "hackers for hire." 

These youth aren't the "white hat hackers" portrayed in Hollywood movies of the 1990s. They're teens and twentysomethings, typically from middle-class neighbourhoods, who are highly intelligent and computer savvy, but lacking in social skills, police maintain. 

Some are drug addicts who resort to online identity theft or credit-card fraud to fuel their habits. 

"You don't throw the keys to your kid who's 13 and you go, 'Here you go, go drive.' Why? Because it's dangerous," says Fenton. 

"But what we do is we buy them a $1,000 or $2,000 computer, hook them up to the world and say: 'Have fun.'" 

In the year since the Operation Firewall busts, police have orchestrated a series of "stealth" arrests around the world and in Canada, hunting down an undisclosed number of suspects based on evidence collected from the original Operation Firewall busts. 

Yet Vancouver police say prosecutors here are still discussing with their U.S. counterparts what, if any, charges to lay against the three arrested youth from B.C. 
Illustration:
• Colour Photo: CanWest News Service / Tom Musselwhite, is Resident Agent in charge of operations for the U.S. Secret Service in Western Canada
Idnumber: 200510150060 
Edition: Final 
Story Type: Crime 
Length: 853 words 
Illustration Type: Colour Photo 


[image: image8.png]



Cyber criminals harder to track
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Internet-based criminal rings are an emerging and dangerous manifestation of organized crime in this country, akin to the Mafia or al-Qaida, according to investigators who have spent more than a year sifting through evidence in the largest international undercover sting operation in Internet history. 

"This is the organized crime of the 21st century," said Det.-Const. David Frame of the Vancouver Police Department's financial crime section. 

"We've always been able to say, 'Well, there's the Hells Angels, these guys we know are Mafia because we can physically see them.' We haven't been able to have that same luck with (criminals on the Internet) because they're all over the world. They never see each other." 

Canada is home to members of highly organized credit-card and identity-theft rings operating with impunity online, say police. 

The U.S. Secret Service, the Vancouver Police Department and private security firms hired by companies and Canadian banks believe major cities across the country harbour members of an online credit-card fraud and identity-theft ring that came to be known as Shadowcrew -- after the website, Shadowcrew. com, where the thieves gathered to trade stolen items and plot their crimes. 

Shadowcrew.com was shut down, and 28 of the alleged highest-ranking members of the gang were arrested Oct. 26, 2004, during simultaneous raids carried out by the Secret Service, the RCMP and Europol, and local police forces in North America, Europe and Latin America. 

Three Vancouver area youth were arrested as part of the sting, codenamed Operation Firewall, but have yet to be charged. 

An investigation into Shadowcrew's Canadian connection is continuing to uncover further suspects, according to Tom Musselwhite, special agent in charge of the U.S. Secret Service's western Canadian operations. 

"I think it's safe to say there are people that were involved in Shadowcrew who are in most, if not all, major Canadian cities," said Musselwhite from his Vancouver office. 

Among them is Lloyd Buckell, a suspected credit-card forger accused of having ties to Shadowcrew, who was arrested in a raid July 14 in Abbotsford. 

Police have linked Buckell, a 25-year-old Toronto native they say was known by the online alias Canucka, to the International Association for the Advancement of Criminal Activity, which operated one of several successor websites to Shadowcrew. com. 

He faces charges stemming from his alleged operation of a counterfeit credit-card and false-identification "factory" in Calgary. 

Police found Buckell in possession of 4,000 blank credit cards and enough stolen credit-card data to make up to $20 million in fraudulent purchases, as well as the legally purchased equipment to make forged credit cards and ID. 

Canadian cybermobsters under investigation are difficult to pin down because of the facility with which they escape proper identification, Musselwhite said, adding at least half a dozen Canadians who were members of Shadowcrew, and possibly many more, are in "various stages of identification." 

During Operation Firewall, "there were Canadian suspects (for whom) there was not enough to identify them. (Police) knew their screen names, they knew what they were doing, but that's all they were able to get." 
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Two British Columbia police officers have unveiled Canada's first Internet "community" for cybercrime detectives, offering a global network of investigators the means of sharing expertise to fight identity theft and credit card fraud. 

Fincrime.org will let screened and licensed detectives meet online in a secure environment to discuss tactics for reeling in Internet-based criminals who launder money and traffic in stolen documents, credit card numbers, drugs and other illicit merchandise. 

The website was conceived for local Canadian police forces that face serious budgetary challenges and inconsistent training to deal with the surge in cybercrime, say its creators, Vancouver police detectives David Frame and Mark Fenton. Both are members of the computer investigative support unit of the Vancouver police department's financial crime squad -- the only full-time financial cybercrime unit in Canada. 

The detectives said they also want to put the spotlight on the dangers lurking online, with pages of advice to help ordinary Canadians protect themselves from information thieves. 

"You name the crime, it's being done online, and the bad guys are realizing this and they're flocking to the Internet -- especially organized crime," said Fenton. 

The idea for an online community of law enforcers came from observing such websites as the now-defunct Shadowcrew.com, which functioned like a criminal auction house bringing together buyers and sellers from far-flung parts of the world. 

Lists of stolen credit card numbers retail for as little as $10 per card, and $100 underworld-version "credit reports" that include sensitive personal and financial information of Canadians trade online minute by minute. 

Recent investigations have brought together police from multiple forces, the U.S. Secret Service and private security investigators working for major corporations. It's reflective of a trend toward closer co-operation between police that Fincrime. org aims to foster, Fenton said. 

"It's, 'Put aside the egos, put aside the territory it's really important that we all start talking.'" 

In Canada, identity theft isn't a crime. It's legal, for example, to possess someone else's identification or the equipment needed to make counterfeit ID; it becomes a criminal offence --"personation" -- only when thieves use fake or stolen ID to buy something. 

"I could walk around with 50 different IDs and that's not illegal, which is problem," said Fenton. 

In the U.S., federal and state prosecutors take on an investigative role, guiding computer crime undercover operations from the outset to help ensure they will hold up to scrutiny. Some attorneys are even assigned exclusively to prosecute cybercrime. 

In contrast, Canadian police are required to work separately from the Crown, without the benefit of specialized legal advice. 

Online criminals often fly beneath police radar because, rather than pulling off one big scam, they commit a small scam -- like maxing out a forged credit card or failing to deliver goods on EBay -- hundreds or thousands of times, to victims living in different cities or countries. 

Convincing prosecutors to spend tens of thousands of dollars flying witnesses across North America to appear in court, or having them appear through remote videoconferencing, is a tough sell. 

In the rare instance that criminals make it to court, the penalties on the books have been too lax to dissuade further crime. 

As a result, the odds are overwhelmingly stacked in favour of the criminals. The research firm Gartner Group speculates that fewer than one in 700 identity thefts -- including credit card theft and related forms of fraud -- in the U.S. leads to a conviction. Canadian statistics would likely be similar, according to Frame. 

Police believe the solution for now is to mount large-scale undercover investigations in the hope of galvanizing the public and prosecutors into directing more resources into the battle against online crime. 

"We're writing the playbook as we go along," said Frame. "Let's give the courts a really good case where they can say, 'Yeah, we can see now (how deep) the tentacles of this go and how it all works." 
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Internet-based criminal rings are "the organized crime of the 21st century," according to a police expert. 

Canada is home to members of highly organized credit card and identity theft rings operating with impunity online, say investigators who have spent more than a year sifting through evidence in the largest international undercover sting operation in Internet history. 

The U.S. Secret Service, the Vancouver police department and private security investigators hired by companies and Canadian banks believe major cities across the country harbour members of an online credit card fraud and identity theft ring that came to be known as Shadowcrew. 

Its name comes from the website Shadowcrew.com, where the thieves gathered to trade stolen items and plot their crimes. Shadowcrew.com was shut down, and 28 of the alleged highest-ranking members of the gang were arrested Oct. 26, 2004, during simultaneous raids carried out by the Secret Service, the RCMP and Europol, and local police forces in North America, Latin America and Europe. 

Three Canadians were arrested as part of the sting but have yet to be charged. 

An investigation into Shadowcrew's Canadian connection is continuing, according to Tom Musselwhite, special agent in charge of the U.S. Secret Service's western Canadian operations. 

"I think it's safe to say there are people that were involved in Shadowcrew who are in most, if not all, major Canadian cities," said Musselwhite, who works out of a field office in Vancouver. 

Internet-based criminal rings are an emerging and dangerous manifestation of organized crime in this country, according to investigators, who compare the criminals' structured and hierarchical organizations to those of the Mafia or Al-Qa'ida. 

"This is the organized crime of the 21st century," said David Frame, a detective-constable with the Vancouver police department's financial crime section. 

Cybermobs are considered a criminal faction sharply on the rise in Canada, although their numbers and impact are difficult to quantify because of inconsistent statistical reporting, Frame said. Statistics Canada compiles an annual tally of credit card and cheque fraud arrests that led to charges, but there is no detailed record, however, of the methods thieves use to steal credit card or cheque information, the amount of money stolen or who is involved. PhoneBusters, a project of the RCMP and Ontario Provincial Police, estimated 2002 losses of more than $8.5 million for identity theft, while the country's two main credit bureaus, Equifax and Trans Union, say they receive between 1,400 and 1,800 calls a month from Canadians whose identities have been stolen. 

The U.S. Federal Trade Commission, which keeps more detailed statistics than Canada, estimates that fake ID and credit card fraud cost U.S. businesses and the public at least $52 billion in 2004. The actual figures are likely much higher because cybercrimes tend to be grossly underreported, Vancouver police say. 

The result of the widespread fraud is that consumers are losing faith in the ability of authorities to police e-commerce. The research firm Gartner Inc. has forecast that public concern over the theft of personal or credit information could slash growth in the $300-billion online economy from double to single digits by 2007. 

Banks and credit card giants, meanwhile, are routinely writing off as much as two per cent in fraudulent charges as "the cost of doing business," according to Jim Melnick, a former U.S. Defence Intelligence Agency analyst who leads geopolitical threat intelligence research at a Virginia-based consulting firm, iDEFENSE. 

"The credit card companies are so powerful, they're making so much money, this is still just a nuisance," Melnick said. "But you can't hold that attitude forever because the cyberworld is completely different. There's nothing to prevent that two per cent from going to 20 as more vulnerabilities are found and more people get into the game. The (numbers) could change dramatically." 

Lawyer Scott Christie is photographed in the computer room of McCarter and English in Newark, NJ. Christie was the prosecuter on Operation Firewall. "It's not a stretch to say (the financial loss) was in the hundreds of millions," he says. 
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Credit card theft unnerves St. Lawrence College worker: Consumers and retailers pay the price of fraud
The Kingston Whig-Standard 
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When Kingston's Angela Laming got the call from MasterCard in May inquiring about a string of dubious-looking charges on her credit card, her reaction was a predictable mix of shock and disgust. 

On a one-day spree, Laming learned, someone had charged hundreds of dollars worth of purchases to her card while the 25-year-old graduate of St. Lawrence College was busy working at her full-time job on campus. 

"It sucks," she says. "I'd read lots of stories, but I never thought it could happen to me. When it actually does, you're like, 'Wow, this really can happen. Anybody could pretend to be you.' " 

A credit card statement arrived two weeks after the theft was detected, and it read like something out of a how-to manual for committing credit card fraud. 

First, the thief tested the card number by placing an inconspicuous, $2.48 order to an American online company, to see if the charge would be declined, a practice referred to in the underground world as a "dump check." 

Then it was time to go shopping. Among the biggest of a dozen suspect line items on her bill was $500 wired through Western Union - a scam known as a "WU," in which thieves launder stolen credit card numbers by wiring themselves cash advances through the American financial services giant. (Bank accounts, and electronic monetary transfer services, such as WebMoney or E-Gold.com, are well-known laundering stops as well, according to police.) 

MasterCard immediately cancelled all charges and sent a replacement card, but the experience so unnerved Laming she has yet to activate the new card. 

And in a move experts say belies a wider anxiety about the security of e-commerce, Laming's experience with cybercrime has permanently changed her purchasing habits, making her wary of shopping online. 

"After [MasterCard] said they'd taken care of all the charges, I felt better," she explains, "but I still don't really feel safe anymore [online] knowing that my information was out there for anyone to see." 

Although Laming didn't have to pay the fraudulent bill, consumers inevitably do. 

After losing merchandise to thieves, retailers must also pay credit card companies the full amount charged, plus an extra percentage called a "chargeback fee" amounting to a penalty for the "bad" transaction. 

It's a triple whammy that big-box chain stores, mom-and-pop shops and e-tailers are forced to pass along to consumers in the form of higher sticker prices. 

"There are two victims here: the cardholder and the merchant who is unwittingly accepting this card," says Michael Brown, co-founder of Malibu, Calif.-based CardCops, Inc., which specializes in alerting consumers to online fraud for a fee. 

"The merchant really gets hammered and we all pay for it in the long run." 

Laming's trials may not be over yet. Her name, address, telephone number, credit card number with expiry date and supposedly secure PIN, were among the thousands of detailed records that CardCops, using proprietary software and gumshoe investigation, retrieves daily from Internet chat rooms and criminal websites where personal information is traded like a commodity. 

Customers, who include previous victims of identity theft and credit card fraud, pay Brown's company $15 US a year to be notified if their personal information turns up online. 

Internet security investigators warn that stolen credit card information can be traded multiple times by thieves located around the globe. 

Even if a stolen credit card is cancelled, personal information in the file that often accompanies it - such as a billing address, telephone and preferred password - continues circling the Net, and may be useful in targeting the same victim for further identity crimes. 

What to do if you've been a victim of online crime: 

- Monitor your bank and credit card statements carefully after the suspected theft and alert your bank if there are any suspicious charges. 

- If you fear you've been a victim of identity theft, contact credit agencies like Equifax and TransUnion Canada and ask them to place a fraud alert on your file. 

You can also request a copy of your credit report to see if any bank accounts or credit cards have been opened in your name. 
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Credit-card theft: we all pay: 25-year-old victim's story reads like a how-to manual for online fraud
Montreal Gazette 
Friday, October 14, 2005 
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Fourth in a series on the rising wave of cybercrime. 

When Angela Laming got the call from Mastercard in May inquiring about a string of dubious-looking charges on her credit card, her reaction was a predictable mix of shock and disgust. 

On a one-day spree, Laming learned, someone had charged hundreds of dollars worth of purchases to her card while the 25-year-old graduate of St. Lawrence College in Kingston, Ont., was busy working at her full-time job on campus. 

"It sucks," she says. "I'd read lots of stories, but I never thought it could happen to me. When it actually does, you're like, 'Wow, this really can happen. Anybody could pretend to be you.' " 

A credit card statement arrived two weeks after the theft was detected, and it read like something out of a 'how-to' manual for committing credit card fraud. 

First, the thief tested the card number by placing an inconspicuous $2.48 order to a U.S. online company, to see if the charge would be declined, a practice referred to in the underground world as a "dump check." 

Then it was time to go shopping. Among the biggest of a dozen suspect line items on her bill was $500 wired through Western Union - a scam known as a "WU." (Bank accounts and electronic transfer services, such as WebMoney or E-Gold.com, are well known laundering stops as well, police say.) 

Mastercard immediately cancelled all charges and sent a replacement card, but the experience so unnerved Laming she has yet to activate the new card. 

And in a move experts say belies a wider anxiety about the security of e-commerce, Laming's experience with cybercrime has permanently changed her purchasing habits. 

"After (Mastercard) said they'd taken care of all the charges, I felt better," she explains, "but I still don't really feel safe anymore (online) knowing that my information was out there for anyone to see." 

Although Laming didn't have to pay the fraudulent bill, consumers inevitably do. After losing merchandise to thieves, retailers must pay credit card companies the full amount charged, plus a percentage called a "chargeback fee" amounting to a penalty for the "bad" transaction. 

It's a triple whammy that chain stores, mom-and-pop shops and e-tailers pass along to consumers in the form of higher sticker prices. 

"There are two victims here: the cardholder and the merchant who is unwittingly accepting this card," says Michael Brown, co-founder of Malibu, Calif.-based CardCops, Inc., which specializes in alerting consumers to online fraud for a $15 U.S. fee. 

"The merchant really gets hammered and we all pay for it in the long run." 

Laming's trials may not be over yet. Her name, address, telephone number, credit card number with expiry date and supposedly secure PIN, were among the thousands of detailed records that CardCops, using proprietary software and gumshoe investigation, retrieves daily from Internet chat rooms and criminal websites where personal information is traded like a commodity. 

Internet security investigators warn that stolen credit card information can be traded multiple times by thieves around the globe. 

Even if a stolen card is cancelled, personal information in the file that often accompanies it - like billing address, phone and preferred password - continues circling the Internet, and may be used to target the same victim for further identity crimes. 

- - - 

Online Extra: Read how cybercriminals are finding new ways to elude the law, at our website: www.montrealgazette.com. 
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Thief tests card with $2.48 buy before going on shopping spree: Merchant as much a victim as the cardholder
Vancouver Sun 
Friday, October 14, 2005 
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Source: CanWest News Service 
When Angela Laming got the call from Mastercard in May inquiring about a string of dubious-looking charges on her credit card, her reaction was a predictable mix of shock and disgust. 

On a one-day spree, Laming learned, someone had charged hundreds of dollars worth of purchases to her card while the 25-year-old graduate of St. Lawrence College in Kingston, Ont., was busy working at her full-time job on campus. 

"It sucks," she says. "I'd read lots of stories, but I never thought it could happen to me. When it actually does, you're like, 'Wow, this really can happen. Anybody could pretend to be you.' " 

A credit card statement arrived two weeks after the theft was detected, and it read like something out of a how-to manual for committing credit card fraud. 

First, the thief tested the card number by placing an inconspicuous, $2.48 order to an American online company, to see if the charge would be declined, a practice referred to as a "dump check." 

Then it was time to go shopping. Among the biggest of a dozen suspect line items on her bill was $500 wired through Western Union -- a scam known as a "WU," in which thieves launder stolen credit card numbers by wiring themselves cash advances through the American financial services giant. (Bank accounts, and electronic monetary transfer services, such as WebMoney or E-Gold.com, are also laundering stops, according to police.) 

Mastercard immediately cancelled all charges and sent a replacement card, but the experience so unnerved Laming she has yet to activate the new card. 

And in a move experts say belies a wider anxiety about the security of e-commerce, Laming's experience with cybercrime has permanently changed her purchasing habits, making her wary of shopping online. 

"After [Mastercard] said they'd taken care of all the charges, I felt better," she explains, "but I still don't really feel safe anymore [online] knowing that my information was out there for anyone to see." 

Although Laming didn't have to pay the fraudulent bill, consumers inevitably do. 

After losing merchandise to thieves, retailers must also pay credit card companies the full amount charged, plus an extra percentage called a "charge-back fee" amounting to a penalty for the "bad" transaction. 

It's a triple whammy that big box chain stores, mom-and-pop shops and e-tailers are passing along to consumers in the form of higher sticker prices. 

"There are two victims here: the cardholder and the merchant who is unwittingly accepting this card," says Michael Brown, co-founder of Malibu, Calif.-based CardCops, Inc., which specializes in alerting consumers to online fraud for a fee. 

"The merchant really gets hammered and we all pay for it in the long run." 
Illustration:
• Colour Photo: Michael Lea, Kingston Whig-Standard / Angela Laming still won't use her credit card online.
Idnumber: 200510140173 
Edition: Final C 
Story Type: Crime 
Length: 445 words 
Keywords: CREDIT CARDS; CONSUMER PROTECTION; THEFT; FRAUD; CRIME; CANADA 
Illustration Type: Colour Photo 



[image: image13.png]The Gazette




Cybermobs' 24/7 world: Playing in the shadows: Shadowcrew members managed to keep their identities hidden as they negotiated illegal deals online
Montreal Gazette 
Wednesday, October 12, 2005 
Page: A12 
Section: News 
Byline: SARAH STAPLES 
Source: CanWest News Service 
Series: Cybermobs 
The future of organized crime. Second in a series. 

By mid-2004, acceptance into the criminal ring known as Shadowcrew - then at the height of its activity - would have been like opening a vein and mainlining a connection to mobsters around the globe. 

This was a 24/7 world in which hundreds of thousands of dollars changed hands daily in deals brokered over the Internet involving hackers, credit card fraud artists, drug dealers and document forgers. 

Generic offers to do deals were posted openly in the pages of Shadowcrew's web portal, Shadowcrew.com, although much of the actual haggling took place in private chats, and in "backrooms" of the website that were accessible only to a trusted few. 

What members saw on signing in was a sleek introductory page featuring the bold tag line: "For those who wish to play in the shadows!" 

The main page was sub-divided into clickable bulletin board-style discussion groups. 

A "tutorials and how-to's" section exhorted them to "Learn from those who came before you," while an online auction organized along the lines of eBay provided the means to fence goods bought with forged or stolen credit cards. 

There were bulletin boards dedicated to fraudsters living in Australia, Europe and Latin America. 

While the number of people involved in Shadowcrew is uncertain, the U.S. State Department pegs the strength of Shadowcrew at about 4,000 vetted "nicknames" at its peak. 

But the Secret Service - whose mandate is to protect the president of the United States and investigate financial crimes - was all over the boards. 

So were confidential informants beholden to police and a smattering of security investigators working for banks and private firms. 

But the pains members took to shield their true identities gave them a sense of invincibility from "LE," or law enforcement. 

They signed in under nicknames, or "nics" - often taking several online personas at a time, so that if one was banned from the website, they could use a fresh alias the next day. 

They sent encrypted messages over instant messaging systems and used secure email programs like Hushmail.com, whose servers are offshore. 

Constable Tom Guineau, of the RCMP's Vancouver integrated technological crime unit, said it is similar to a bank robber using a stolen car to commit his crimes. 

"They'll use the other person's network as a crime vehicle to try to discourage investigations," he said. 

Such hacks usually take place in the background, undetectable to the person whose computer is being misused. 

"I've come across home users that have been exploited or compromised and ... weren't aware until we showed up at their door," Guineau said. 

To slow down investigators, some hackers jump from computer to computer across the globe - making it almost impossible for investigators to determine their true location. 

"Hackers flit around the world virtually, and hopscotch servers that they've hacked into, and there's no real way for law enforcement to get their mitts on them," said Dan Clements, chief executive of CardCops, a U.S. company that tracks stolen credit cards. 

In all, said David Thomas, a former member and later a rival to Shadowcrew, true criminals affiliated with the website probably numbered about 200, of whom roughly 75 were engaged in hardcore financial crimes, 20 or so had reached senior status and about 10 belonged to the website's inner governing circle. 

Shadowcrew.com operated in plain view of law enforcement - and an unsuspecting public - for at least two years until the Secret Service took it down in a sting operation codenamed Operation Firewall in October 2004. 

That was enough time and manpower, federal prosecutors say, to generate up to hundreds of millions of dollars in illicit bounty. 

Many were allowed to join Shadowcrew, but only after proving their loyalty and worth to the group could a few hope to win the benefits of senior status. 

It was this combination of discipline, strict organization and an Omerta-style loyalty that enabled the founders to build the board so quickly into an underworld powerhouse. 

Larry Johnson, the special agent with the Secret Service's criminal investigation division who led Operation Firewall, calls the habits of criminal gangs like Shadowcrew "amazing." 

"A lot of them have limited social skills, but guess what; they can go online and sound like Einstein," Johnson said. 

"They take Red Bull or speed (amphetamines) to stay up all night because they're so into computers and that's all they live for." 
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• Colour Photo: CHIP SOMODEVILLA, CANWEST NEWS SERVICE / Larry Johnson of the U.S. Secret Service describes as "amazing" the habits of the new-style criminal gangs who operate online. Many members take stimulants "to stay up all night because they're so into computers and that's all they live for."
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Crime fighters turn to web: Online site offers police new resources, tools
The Province 
Wednesday, October 12, 2005 
Page: A12 
Section: News 
Byline: Sarah Staples 
Source: CanWest News Service 
Two Vancouver police officers have unveiled Canada's first Internet "community" for cybercrime detectives, offering a global network of investigators the means of sharing expertise to fight identity theft and credit-card fraud. 

Fincrime.org will let screened and licensed detectives meet online in a secure environment to discuss tactics for reeling in Internet-based criminals who launder money and traffic in stolen documents, credit-card numbers, drugs and other illicit merchandise. 

The website was conceived for local Canadian police forces that face serious budgetary challenges and inconsistent training to deal with the surge in cybercrime, say its creators, Vancouver police detectives David Frame and Mark Fenton. Both are members of the computer investigative support unit of the Vancouver Police Department's financial crime squad -- the only full-time financial cybercrime unit in Canada. 

The detectives said they also want to put the spotlight on the dangers lurking online, with pages of advice to help ordinary Canadians protect themselves from information thieves. 

"You name the crime, it's being done online, and the bad guys are realizing this and they're flocking to the Internet -- especially organized crime," said Fenton. 

In Canada, identity theft isn't a crime. It's perfectly legal, for example, to possess someone else's identification or the equipment needed to make counterfeit ID; it becomes a criminal offence -- "personation" -- only when thieves use fake or stolen ID to buy something. 

"I could walk around with 50 different IDs and that's not illegal, which is a problem," said Fenton. Police believe the solution is to mount undercover investigations in the hope of galvanizing the public and prosecutors into directing more resources into fighting online crime. 
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Vancouver police officers link up world's cybercrime detectives
Vancouver Sun 
Wednesday, October 12, 2005 
Page: A4 
Section: News 
Byline: Sarah Staples, with files from Chad Skelton, Vancouver Sun 
Source: CanWest News Service, with files from the Vancouver Sun 
Series: Cybermobs: The Future of Organized Crime. 
Two B.C. police officers have unveiled Canada's first Internet "community" for cybercrime detectives, offering a global network of investigators the means of sharing expertise to fight identity theft and credit card fraud. 

Fincrime.org will let screened detectives meet online to discuss Internet-based criminals who launder money and traffic in stolen documents, credit card numbers, drugs and other illicit merchandise. 

The website was conceived for Canadian police forces that face budgetary challenges and inconsistent training to deal with the surge in cybercrime, say its creators, Vancouver police detectives David Frame and Mark Fenton. Both are members of the computer investigative support unit of the department's financial crime squad -- the only full-time financial cybercrime unit in Canada. 

The detectives said they also want to demonstrate the dangers that are lurking online. 

"You name the crime, it's being done online, and the bad guys are realizing this and they're flocking to the Internet -- especially organized crime," said Fenton. 

The idea for an online community of law enforcers came from observing such websites as the now-defunct Shadowcrew.com, which functioned like a criminal auction house bringing together far flung buyers and sellers. 

Lists of stolen credit card numbers retail for as little as $10 per card, and $100 underworld-version "credit reports" that include sensitive personal and financial information of Canadians trade online minute by minute. 

Recent investigations have brought together police from multiple forces, the U.S. Secret Service and private security investigators. 

It's reflective of a trend toward closer cooperation between police that Fincrime.org aims to foster, Fenton said. 

In Canada, identity theft isn't a crime. It's legal to possess someone else's identification or the equipment needed to make counterfeit ID; it becomes a criminal offence --"personation" -- only when thieves use fake or stolen ID to buy something. 

"I could walk around with 50 different IDs and that's not illegal, which is a problem," said Fenton. 

In the U.S., prosecutors take on an investigative role, guiding computer crime undercover operations to help ensure they will hold up to scrutiny. Canadian police are required to work separately from the Crown, without the benefit of specialized legal advice. 

Online criminals often fly beneath police radar because, rather than pulling off one big scam, they commit a small scam -- like maxing out a forged credit card or failing to deliver goods on eBay -- hundreds or thousands of times, to victims living in different cities or countries. 

In the rare instance that criminals make it to court, the penalties on the books have been too lax to dissuade further crime. The research firm Gartner Group speculates that fewer than one in 700 identity thefts in the U.S. leads to a conviction. Canadian statistics would likely be similar, according to Frame. 
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• Photo: Don MacKinnon, CanWest News Service / Vancouver police detectives David Frame (front) and Mark Fenton are members of the only full-time financial cybercrime unit in Canada.
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Crime ring controlled an eBay for fraudsters
Vancouver Sun 
Wednesday, October 12, 2005 
Page: A1 / FRONT 
Section: News 
Byline: Sarah Staples, with files from Chad Skelton, Vancouver Sun 
Source: CanWest News Service, with files from the Vancouver Sun 
Series: Cybermobs: The Future of Organized Crime. 
By the summer of 2004, acceptance into the criminal ring known as Shadowcrew -- then at the height of its activity -- would have been like opening a vein and mainlining a connection to mobsters around the globe. 

This was a 24/7 world, in which hundreds of thousands of dollars changed hands daily in deals brokered over the Internet between hackers, credit card fraud artists, drug dealers and document forgers. 

Generic offers to do deals were posted openly in the pages of Shadowcrew's web portal, Shadowcrew.com, although much of the actual haggling took place in private chats, and in "backrooms" of the website that were accessible only to a trusted few. 

What members saw upon signing in was a sleek introductory page featuring the bold tag line, "For those who wish to play in the shadows!" 

The main page was sub-divided into clickable bulletin board-style discussion groups. A "tutorials and how-to's" section exhorted them to "Learn from those who came before you," while an online auction organized along the lines of eBay provided the means to fence goods bought with forged or stolen credit cards. 

There were bulletin boards dedicated to fraudsters living in Australia, Europe and Latin America. 

While the number of people involved in Shadowcrew is uncertain, the U.S. State Department pegs the strength of Shadowcrew at about 4,000 vetted "nicknames" at its peak. But the Secret Service -- whose dual mandate is to protect the president of the United States and to investigate financial crimes -- was all over the boards. So were confidential informants beholden to police; a smattering of security investigators working in banks and private corporations, and the occasional newspaper reporter. 

Yet, none of that investigative presence mattered. The pains members took to shield their true identities -- and to survive in the competitive and paranoid cyberworld in which rivals took delight in forcing other members off the board -- gave them a sense of invincibility from "LE," or law enforcement. They signed in under nicknames, or "nics" -- often taking several online personas at a time, so that if one was banned from the website, they could use a fresh alias the next day. 

They sent encrypted messages over instant messaging systems and used secure e-mail programs like Hushmail.com, whose servers are conveniently located offshore. 

HOME COMPUTERS HIJACKED 

Const. Tom Guineau of the RCMP's Vancouver Integrated Technological Crime Unit said it is similar to a bank robber using a stolen car to commit his crimes. 

"They'll use the other person's network as a crime vehicle to try to discourage investigations," he said. 

Such hacks usually take place in the background, undetectable to the person whose computer is being misused. 

"I've come across home users that have been exploited or compromised and ... weren't aware until we showed up at their door," said Guineau. 

To slow down investigators, some hackers jump from computer to computer across the globe -- making it almost impossible for investigators to determine their true location. 

"Hackers flit around the world virtually and hopscotch servers that they've hacked into and there's no real way for law enforcement to get their mitts on them," said Dan Clements, chief executive officer of CardCops, a U.S. company that tracks stolen credit cards. 

In all, according to David Thomas, a former member and later rival of Shadowcrew, true criminals affiliated with the website probably numbered around 200, of whom roughly 75 were engaged in hardcore financial crimes, 20 or so had reached senior status and about 10 belonged to the website's inner governing circle. 

Shadowcrew.com operated in plain view of law enforcement -- and an unsuspecting public -- for at least two years until the Secret Service took it down in the sting operation codenamed Operation Firewall on Oct. 26, 2004. That was enough time and manpower, say federal prosecutors, to generate up to hundreds of millions of dollars in illicit bounty. 

"It was a beast of crime. Basically the stuff going on behind the scenes, the business deals, the scams, the 'he-said-she-said,' the rippers [members who ripped each other off], the ideas, the 'hey, I got this; can you do that,' the vending [of stolen goods and numbers] -- you're talking about so much activity it just boggles the mind," says Thomas. 

Many were allowed to join Shadowcrew, but only after proving their loyalty and worth to the group could a few hope to win the benefits of senior status. It was this combination of discipline, strict organization and an Omerta-style loyalty that enabled the founders to build the board so quickly into an underworld powerhouse. 

STUDENT WAS A RINGLEADER 

According to a U.S. grand jury indictment for 19 of the 28 accused members arrested during Operation Firewall, Andrew Mantovani of Scottsdale, Ariz., was one of the co-founders of Shadowcrew and largely responsible for getting the site running in August 2002. 

By day, Mantovani, now 23, was a part-time student at Scottsdale Community College; a "middle-class kid" with no previous ties to crime, according to his lawyer, Pasquale Giannetta. 

But as the board came alive at night, prosecutors allege that Mantovani, whose nics included "Deck" and "ThnkYouPleaseDie," transformed into the leader of a core group within Shadowcrew known variously as "administrators" or "forum techs," who were in charge of day-to-day operations and long-range planning. 

Mantovani and the "admins" wielded absolute authority, deciding who could join and advance up the ranks. And they exerted control over the servers hosting Shadowcrew's computers -- something that would prove crucial in trapping the cybermob. 

Directly below admins in order of importance within the hierarchy were moderators, or "mods," whose job was to oversee the various discussion groups. 

Then came the vendors and reviewers. Before anything could be sold on Shadowcrew, it had to receive a written review; offering to sample and then post assessments of ill-gotten merchandise, credit card numbers, documents or drugs was one of the principal ways the lowest-ranked cybermobsters could advance in status. 

Winning the admiration of others was so critical in the world of the crime boards that posting often, and contributing intelligently -- spicing one's posts with smart anecdotes and witticisms, or offering key advice to junior members -- was another way to enhance one's reputation. 

Larry Johnson, the special agent with the Secret Service's criminal investigation division who led Operation Firewall, calls the habits of criminal gangs like Shadowcrew, "amazing." 

"A lot of them have limited social skills," he says, "but guess what: They can go online and sound like Einstein. They take Red Bull or speed [amphetamines] to stay up all night because they're so into computers and that's all they live for." 

B.C. TEEN AIDED FORGERY 

So it was that a member named "HewlettZ" became a regular on the "Identification" forum, which offered technical assistance to ID forgers, and on the "Canadian" bulletin board. 

In more than 300 posts beginning in the spring of 2004, he offered his opinions on a variety of topics -- from sourcing the best holograms used on various identification and credit cards, to problems perfecting templates for producing counterfeit documents. 

HewlettZ was a 19-year-old British Columbian, one of three teenagers who were arrested last October. 

Details of the crimes allegedly perpetrated by the Canadians remain sealed by court order, as prosecutors in B.C. continue to weigh what, if any, charges will be laid against them. 

CYBERMOBS: THE FUTURE OF ORGANIZED CRIME 

THURSDAY, Oct. 13 

Online auction sites have become a popular way for criminals to offload stolen goods. 

FRIDAY, Oct. 14 

In the growing world of cybercrime, there are many different types of online scams and frauds. 
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Website opened window on world of crime 'for those who play in shadows'
Edmonton Journal 
Wednesday, October 12, 2005 
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Series: Cybermobs 
By the summer of 2004, at the height of its activity, acceptance into the criminal ring known as Shadowcrew would have been like opening a vein and mainlining a connection to mobsters around the globe. 

This was a 24/7 world, in which hundreds of thousands of dollars changed hands daily in deals brokered over the Internet between hackers, credit card fraud artists, drug dealers and document forgers. 

Generic offers to do deals were posted openly in the pages of Shadowcrew's web portal, Shadowcrew.com, although much of the actual haggling took place in private chats and in "backrooms" of the website that were accessible only to a trusted few. 

What members saw upon signing in was a sleek introductory page featuring the bold tag line, "For those who wish to play in the shadows!" 

The main page was subdivided into clickable bulletin board-style discussion groups. A "tutorials and how-to's" section exhorted them to "Learn from those who came before you," while an online auction organized along the lines of EBay provided the means to fence goods bought with forged or stolen credit cards. 

While the number of people involved in Shadowcrew is uncertain, the U.S. State Department pegs the strength of Shadowcrew at about 4,000 vetted "nicknames" at its peak. 

But the Secret Service was all over the boards. So were confidential informants beholden to police; a smattering of security investigators working in banks and private corporations and the occasional newspaper reporter. 

Yet none of that investigative presence mattered. The pains members took to shield their true identities gave them a sense of invincibility from "LE", or law enforcement. 

Const. Tom Guineau of the RCMP's Vancouver Integrated Technological Crime Unit said it is similar to a bank robber using a stolen car to commit his crimes. 

"They'll use the other person's network as a crime vehicle to try to discourage investigations," he said. 

To slow down investigators, some hackers jump from computer to computer across the globe -- making it almost impossible for investigators to determine their true location. 

"Hackers flit around the world virtually and hopscotch servers that they've hacked into, and there's no real way for law enforcement to get their mitts on them," said Dan Clements, chief executive officer of CardCops, a U.S. company that tracks stolen credit cards. 

In all, according to David Thomas, a former member and later rival of Shadowcrew, true criminals affiliated with the website probably numbered around 200, of whom roughly 75 were engaged in hardcore financial crimes. 

Shadowcrew.com operated in plain view of law enforcement for at least two years until the Secret Service took it down in the sting operation codenamed Operation Firewall on Oct. 26, 2004. 

According to a U.S. grand jury indictment for 19 of the 28 accused members arrested during Operation Firewall, Andrew Mantovani of Scottsdale, Ariz., was one of the co-founders of Shadowcrew and largely responsible for getting the site running in August 2002. 

By day, Mantovani, now 23, was a part-time student. But as the board came alive at night, prosecutors allege that Mantovani, whose nics included "Deck" and "ThnkYouPleaseDie," transformed into the leader of a core group within Shadowcrew. 

So it was that a member named "HewlettZ" became a regular on the "Identification" forum, which offered technical assistance to ID forgers, and on the "Canadian" bulletin board. 

He offered his opinions on a variety of topics -- from sourcing the best holograms used on various identification and credit cards, to problems perfecting templates for producing counterfeit documents. 

HewlettZ, sources say, was a 19-year-old British Columbian, one of three teenagers who were arrested last October. A 17-year-old Canadian went by the nics "Liquid Dust," "LIQ.dust," or simply "Dust," American authorities say. 

Details of the crimes remain sealed by court order as prosecutors weigh what, if any, charges will be laid. 

But what investigators in both countries allege is that the 17-year-old was the mastermind. 

"He was unusual," says Johnson, "in that you typically don't get that high up in that hierarchy at that (young) age." 
Illustration:
• Colour Photo: Chip Somodevilla, For CanWest News Service / Larry Johnson
Idnumber: 200510120051 
Edition: Final 
Story Type: Series; Crime 
Length: 668 words 
Keywords: INTERNET; FRAUD; DRUG TRAFFICKING; FORGERY; CRIME; POLICE METHODS; YOUNG OFFENDERS; CANADA; UNITED STATES 
Illustration Type: Colour Photo 


[image: image18.png]NATIONAL POST




Web's invisible cybermobsters costing millions: ID, credit card theft
National Post 
Tuesday, October 11, 2005 
Page: A6 
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Source: CanWest News Service 
Canada is home to members of highly organized credit card and identity-theft rings operating with impunity online, say investigators who have spent more than a year sifting through evidence in the largest international undercover sting operation in Internet history. 

The U.S. Secret Service, the Vancouver police department and private security investigators hired by companies and Canadian banks believe major cities across the country harbour members of an online credit card fraud and identity-theft ring that came to be known as Shadowcrew -- after the Web site, Shadowcrew.com, where the thieves gathered to trade stolen items and plot their crimes. 

Shadowcrew.com was shut down, and 28 of the alleged highest-ranking members of the gang were arrested on Oct. 26, 2004, during simultaneous raids carried out by the Secret Service, the RCMP, Europol and local police forces in North America, Europe and Latin America. 

Three Canadians were arrested as part of the sting, code named Operation Firewall, but have yet to be charged. 

An investigation into Shadowcrew's Canadian connection is continuing to uncover further suspects, said Tom Musselwhite, special agent in charge of the U.S. Secret Service's western Canadian operations. 

"I think it's safe to say there are people that were involved in Shadowcrew who are in most, if not all, major Canadian cities," said Mr. Musselwhite, who works out of a field office in Vancouver. 

Among them is Lloyd Buckell, a suspected credit card forger accused of having ties to Shadowcrew, who was arrested in a raid on July 14 in Abbotsford, B.C., by police from Calgary, Abbotsford and Vancouver. 

Police have linked Mr. Buckell, a 25-year-old Toronto native they say was known by the online alias Canucka, to the International Association for the Advancement of Criminal Activity, which operated one of several successor Web sites to Shadowcrew.com. 

He faces several charges from his alleged operation of a counterfeit credit card and false identification "factory" in Calgary. 

Police say they found Mr. Buckell in possession of 4,000 blank credit cards and enough stolen credit card data to make up to $20-million in fraudulent purchases, as well as the legally purchased equipment to make forged credit cards and ID. 

Web-based criminal rings are an emerging and dangerous manifestation of organized crime in this country, say investigators, who compare the criminals' structured and hierarchical organizations to those of the Mafia or al-Qaeda. 

"This is the organized crime of the 21st century," said Detective Constable David Frame of the Vancouver police department's financial crime section. 

"We've always been able to say, 'Well, there's the Hells Angels, [or] these guys we know are Mafia because we can physically see them. We haven't been able to have that same luck with [criminals using the Internet] because they're all over the world. They never see each other." 

Canadian cybermobsters are difficult to pin down because of the ease with which they escape proper identification, Mr. Musselwhite said, adding at least half a dozen Canadians who were members of Shadowcrew, and possibly many more, are in "various stages of identification." 

In Operation Firewall, "there were Canadian suspects [for whom] there was not enough to identify them. [Investigators] knew their screen names, they knew what they were doing, but that's all they were able to get." 

Cybermobs are considered a criminal faction sharply on the rise in Canada, although their numbers and impact are difficult to quantify because of inconsistent statistical reporting, Det. Const. Frame said. 

Statistics Canada compiles an annual tally of credit card and cheque fraud arrests that led to charges, based on data received from police departments countrywide. But there is no detailed record of the methods thieves use to steal credit card or cheque information, the amount of money stolen or who is involved. 

PhoneBusters, a project of the RCMP and Ontario Provincial Police, estimated 2002 losses of more than $8.5-million that year alone for identity theft, while the country's two main credit bureaus, Equifax and Trans Union, say they receive between 1,400 and 1,800 calls a month from Canadians whose identities or financial and credit information have been stolen. 

A federal study by the Canadian Centre for Justice Statistics, provisionally called Measuring Fraud, is due for release later next year and is intended to provide Canada's first in-depth description of the problem. 

The U.S. Federal Trade Commission, which keeps more detailed statistics, estimates fake ID and credit card fraud cost U.S. businesses and the public at least $52-billion in 2004. 

The actual figures are likely much higher, since cybercrimes tend to be grossly underreported to the FTC or PhoneBusters, Vancouver police say. 

Canadian universities, hotel chains, small businesses and utility firms such as cable TV or e-mail providers are some of the preferred hacker targets for stealing personal information. 

So are data warehousing companies, such as ChoicePoint and Lexis Nexis. Both reported massive hacker breaches within the past 12 months, putting hundreds of thousands of personal U.S. and Canadian credit reports in the hands of thieves. 

The result of the widespread fraud is that consumers are losing faith in the ability of authorities to police the world of e-commerce. The research firm Gartner Inc. has forecast that public concern over the theft of personal or credit information -- much of which is bought and sold within crime Web sites, or used to make fraudulent online purchases -- could slash growth in the $300-billion world online economy from double to single digits by 2007. 

Banks and credit card giants, meanwhile, are routinely writing off as much as 2% in fraudulent charges as "the cost of doing business," said Jim Melnick, a former U.S. Defence Intelligence Agency analyst who leads geopolitical threat intelligence research at the Virginia-based consulting firm iDefense. 

"The credit card companies are so powerful, they're making so much money, this is still just a nuisance, it's like shoplifting ..." Mr. Melnick said. "But you can't hold that attitude forever because the cyberworld is completely different. There's nothing to prevent that 2% from going to 20 as more vulnerabilities are found and more people get into the game. The [numbers] could change dramatically." 
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• Black & White Photo: Don MacKinnon, CanWest News Service / Detective Constables David Frame, left, and Mark Fenton work in the Vancouver police department's computer crime unit.
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Stolen numbers, fake cards, IDs bought, sold on auction website: Dangerous new breed of organized criminals emerges
The Province 
Tuesday, October 11, 2005 
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Shadowcrew was a kind of underworld bazaar, according to authorities, but the Internet-based criminal ring was no bargain-basement operation. 

Based on court documents filed for the trial of the first 19 indicted Shadowcrew members scheduled for this month in Newark, N. J., and interviews with investigators, prosecutors and others, criminals who were carefully screened by fellow members sold drugs, laundered money and bought and sold 1.5 million stolen credit-card and debit numbers gleaned from a variety of sources, including Canadian banks. 

Some 18 million e-mail accounts were broken into, and millions of pieces of personal identification -- including fake drivers' licences, social insurance cards and other so-called "novelties" -- were auctioned between members. 

Stolen numbers and fake cards were used to buy and sell merchandise through e-commerce sites, pawnshops and online auction sites like EBay by the gang, whose tentacles stretched across North America, Latin America and Europe. 

And one of its elite, police allege, was a 17-year-old Richmond youth, said by police to be the brains behind a Canadian document forgery and drugs operation that allegedly included two accomplices from the Lower Mainland. 

Armed officers from the Vancouver Emergency Response Team, the local RCMP detachment and the Vancouver police arrested the youth at his Richmond home as he sat at the dinner table eating lasagna with his father, brother and a teenage friend on Oct. 26, 2004. His computer, switched on when officers arrived, was taken into evidence. 

"We went in there and literally the fork just came out of the mouth," Det.-Const. Mark Fenton, a computer crime investigator with the Vancouver Police Department, says. "Then I had to sit down with the [17-year-old's] parents and explain why we were there because obviously [they] were dumbfounded, to say the least." 

The youth was driven along with his stunned father to the police station and questioned on suspicion of forging drivers' licences and other ID. Later that evening, his friend was arrested for allegedly peddling ecstasy over the Internet. 

A second raid conducted simultaneously in Surrey yielded a third arrest: that of a 19-year-old whose specialty, police allege, was procuring stolen credit-card numbers and the equipment to make fake documents. 

It was the same across the U.S., Latin America and Europe, where local police, aided by the U.S. Secret Service, carried out a sweep of raids netting at least 28 alleged high-ranking members of Shadowcrew in Operation Firewall. 

Two days later, the web portal Shadowcrew.com was gone. Its home page was replaced by a caricature of a jailbird gripping the bars of a prison cell, featuring the theme song from the Hollywood movie Mission Impossible playing in the background. 

"You can imagine how this infuriated the Shadowcrew group because a lot of them see it as this battle against authority, against police," says Tom Musselwhite, a U.S. Secret Service agent in charge of Western Canadian operations, who was present at the B.C. busts. 

"It was nice because [police left the message], 'If you had anything to do with it, give us a call.' And somebody did give us a call." 

(Type in Shadowcrew.com today and the Secret Service's page has been replaced yet again -- this time by a more ominous spoof. The newest version of the website, registered to a Miami address under the e-mail "wedonotspamthisisajoejob@yahoo.com, offers searchable hyperlinks for topics ranging from "credit-card hacking," to "ID cards" and "fake diplomas." A Secret Service spokesman says the agency won't confirm or deny it is monitoring ongoing changes to registration of the Shadowcrew.com domain name.) 

Shadowcrew members took in $4.3 million in illicit profit in just over a year of the website's operation. But that corresponds only to the "provable loss" of thousands of credit-card numbers undercover operatives managed to obtain from thieves. 

A true estimate of the damage and its impact on potentially tens of thousands of victims worldwide would be "virtually incalculable," according to a former assistant U.S. attorney on the investigation team. 

Cybermobs have a reputation for being exceedingly difficult to find, let alone investigate or prosecute, thanks in part to the sophisticated anonymizing software and hacker techniques they use to shield their activities. 

Investigators also complain of a dearth of resources and personnel, and of uneven co-operation from some countries -- often former republics of the Soviet Union -- in extraditing organized criminals who are directing massive online scams against North American businesses and the public. 

And through the great leveller that is the Internet, underworld figures traditionally associated with drug dealing and financial crimes are joining forces with teenagers, using them as "hackers for hire." 

These youth aren't the "white hat hackers" portrayed in Hollywood movies of the 1990s. They're teens and twentysomethings, typically from middle-class neighbourhoods, who are highly intelligent and computer savvy, but lacking in social skills, police maintain. 

Some are drug addicts who resort to online identity theft or credit-card fraud to fuel their habits. 

"You don't throw the keys to your kid who's 13 and you go, 'Here you go, go drive.' Why? Because it's dangerous," says Fenton. 

"But what we do is we buy them a $1,000 or $2,000 computer, hook them up to the world and say: 'Have fun.'" 

In the year since the Operation Firewall busts, police have orchestrated a series of "stealth" arrests around the world and in Canada, hunting down an undisclosed number of suspects based on evidence collected from the original Operation Firewall busts. 

Yet Vancouver police say prosecutors here are still discussing with their U.S. counterparts what, if any, charges to lay against the three arrested youth from B.C. 
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Shadowy cyber criminals harder to identify, track: Internet fraud undermining faith in billion-dollar e-commerce industry
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Internet-based criminal rings are an emerging and dangerous manifestation of organized crime in this country, akin to the Mafia or al-Qaida, according to investigators who have spent more than a year sifting through evidence in the largest international undercover sting operation in Internet history. 

"This is the organized crime of the 21st century," said Det.-Const. David Frame of the Vancouver Police Department's financial crime section. 

"We've always been able to say, 'Well, there's the Hells Angels, these guys we know are Mafia because we can physically see them.' We haven't been able to have that same luck with [criminals on the Internet] because they're all over the world. They never see each other." 

Canada is home to members of highly organized credit-card and identity-theft rings operating with impunity online, say police. 

The U.S. Secret Service, the Vancouver Police Department and private security firms hired by companies and Canadian banks believe major cities across the country 

harbour members of an online credit-card fraud and identity-theft ring that came to be known as Shadowcrew -- after the website, Shadowcrew.com, where the thieves gathered to trade stolen items and plot their crimes. 

Shadowcrew.com was shut down, and 28 of the alleged highest-ranking members of the gang were arrested Oct. 26, 2004, during simultaneous raids carried out by the Secret Service, the RCMP and Europol, and local police forces in North America, Europe and Latin America. 

Three Lower Mainland youth were arrested as part of the sting, codenamed Operation Firewall, but have yet to be charged. 

An investigation into Shadowcrew's Canadian connection is continuing to uncover further suspects, according to Tom Musselwhite, special agent in charge of the U.S. Secret Service's western Canadian operations. 

"I think it's safe to say there are people that were involved in Shadowcrew who are in most, if not all, major Canadian cities," said Musselwhite from his Vancouver office. 

Among them is Lloyd Buckell, a suspected credit-card forger accused of having ties to Shadowcrew, who was arrested in a raid 

July 14 in Abbotsford. 

Police have linked Buckell, a 25-year-old Toronto native they say was known by the online alias Canucka, to the International Association for the Advancement of Criminal Activity, which operated one of several successor websites to Shadowcrew.com. 

He faces charges stemming from his alleged operation of a counterfeit credit-card and false-identification "factory" in Calgary. 

Police found Buckell in possession of 4,000 blank credit cards and enough stolen credit-card data to make up to $20 million in fraudulent purchases, as well as the legally purchased equipment to make forged credit cards and ID. 

Canadian cybermobsters under investigation are difficult to pin down because of the facility with which they escape proper identification, Musselwhite said, adding at least half a dozen Canadians who were members of Shadowcrew, and possibly many more, are in "various stages of identification." 

During Operation Firewall, "there were Canadian suspects [for whom] there was not enough to identify them. [Police] knew their screen names, they knew what they were doing, but that's all they were able to get." 

Cybermobs are considered a criminal faction sharply on the rise in Canada. 

Statistics Canada compiles an annual tally of credit-card and cheque-fraud arrests that led to charges, based on data received from police departments countrywide. There is no detailed record, however, of the methods thieves use to steal credit-card or cheque information, the amount of money 

stolen, or who is involved. 

PhoneBusters, a project of the RCMP and Ontario Provincial Police, estimated 2002 losses of more than $8.5 million that year alone for identity theft, while the country's two main credit bureaus, Equifax and Trans Union, say they receive between 1,400 and 1,800 calls a month from Canadians whose identities or financial and credit information have been stolen. 

The U.S. Federal Trade Commission, which keeps more detailed statistics than Canada, estimates that fake ID and credit-card fraud cost American businesses and the public at least $52 billion in 2004. 

The actual figures are likely much higher, since cybercrimes tend to be grossly underreported to the FTC or PhoneBusters, Vancouver police say. 

Canadian universities, hotel chains, small businesses and utility firms such as cable TV or e-mail providers are some of the preferred hacker targets for stealing personal ID. 

So are data warehousing companies, such as ChoicePoint and Lexis Nexis. Both reported hacker breaches within the past year, putting hundreds of thousands of personal credit reports in the hands of thieves. 

The result of the widespread fraud is that consumers are losing faith in the ability of authorities to police the world of e-commerce. 

Banks and credit-card giants routinely write off as much as two per cent in fraudulent charges as "the cost of doing business," according to Jim Melnick, who leads geopolitical threat intelligence research at the Virginia-based consulting firm, iDEFENSE. 

"But you can't hold that attitude forever because the cyber world is completely different," he said. "There's nothing to prevent that two per cent from going to 20 as more vulnerabilities are found and more people get into the game. The [numbers] could change dramatically." 

- - - 

TOMORROW 

Two B.C. police officers unveil Canada's first Internet community for cybercrime detectives. 

Plus -- Shadowcrew in 2004, at the height of its activity, openly posted generic offers to do deals on its web portal. 
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Paris Hilton identity data in hands of hacker: Data was stolen from computer of wireless carrier T-Mobile
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The ping pong of private messages on the afternoon of March 23, 2004, between David Thomas, a.k.a. "ElMariachi," and a hacker he knew as "Ethics" had until that moment been fairly routine -- just the polite banter that is the usual prelude to hatching criminal business online. 

Routine, that is, until Ethics let loose this juicy tidbit: 

"btw (by the way), you know anyone who would pay to get celebs private cell phone numbers? or any other number's from t-mobile's database? Sort of my major resource right now ..." 

This drew the virtually instant reply from ElMariachi: "hehehehehe oh man that would be so ... cool." 

Thomas, 47, was the founder of Shadowcrew's nemesis, TheGrifters.net. He had started the board in January 2004, after falling out of favour with Shadowcrew administrators, especially Black Ops, the chief enforcer, who suspected him of cooperating with law enforcement. 

Ethics, the Secret Service would later determine, was a vendor on Shadowcrew.com. He was a mid-level hacker and identity thief trying to work his way up on what were then the online underworld's most popular crime boards. 

PARIS HILTON DATA OFFERED 

He had hacked the main computer server of Bellevue, Wash.-based wireless carrier T-Mobile USA, he boasted, and could offer ElMariachi access to personal and billing information for more than 19.2 million U.S. subscribers to T-Mobile cellphones and Sidekick personal digital assistants. 

The hacker offered ElMariachi a sample. It was the address, date of birth, social security number, secret question and answer, account password, Web username and password, and the e-mail address of one Paris W. Hilton of Beverly Hills. 

Ethics could even pick out phone numbers of the victim's friends and family, and peer into personal collections of telephone numbers and photos stored on the wireless devices, he boasted. 

"It was intel that could make somebody money. You could fish that around to the National Enquirer or someone and they'd buy it in a heartbeat," says Thomas. 

There was more. Ethics had called the Secret Service's east coast field office to find out who was running cybercrime investigations, learned it was Peter Cavicchia, a T-Mobile e-mail subscriber, and tapped into his account, too. 

In special agent Cavicchia's e-mail, Ethics uncovered internal Secret Service documents, portions of a Mutual Legal Assistance Treaty with Russia, and e-mails about cybercrime investigations, including the Shadowcrew investigation known as Operation Firewall. 

Fortunately for investigators, Ethics didn't stop at Thomas. He approached a Shadowcrew admin with the identical sales pitch, unaware that the admin was a Secret Service informant. 

Alerted to the security breach, agents arranged through the snitch to give Ethics a "secure" proxy connection to Shadowcrew.com -- one they controlled. 

For the next few months, Ethics and his computer were under surveillance. He was soon identified as 21-year-old Nicolas Jacobsen, an Oregonian who had failed at computer consulting and moved to California to work for a shipping software firm. 

Investigators watched as Jacobsen, on various occasions, looked up as many as 400 names in the T-Mobile database. 

On Oct. 19, 2004 -- a week before Shadowcrew's alleged kingpins were due to fall in Operation Firewall -- investigators swooped into Jacobsen's apartment complex. 

In the months that followed, Peter Cavicchia, the special agent whose e-mail was compromised, left his job. 

Jacobsen pleaded guilty to a single count of computer hacking, a federal offence carrying a maximum penalty of five years imprisonment and a $250,000 fine. He was sentenced in May by a Los Angeles district court judge, who immediately ordered the proceedings sealed. 

On Tuesday, the first 19 of 28 arrested in the U.S. portion of the international sting are expected to go on trial in New Jersey. Among them will be Andrew Mantovani, who is accused of electronically transferring batches of stolen credit card numbers to Shadowcrew members, and of selling 18 million e-mail accounts, complete with names and addresses, dates of birth, user names and passwords -- the basics to begin falsely assuming a victim's identity. 

The rest of the U.S. accused face individual court dates later this year. 

Successful trials of the alleged leadership of Shadowcrew, according to Kevin O'Dowd, the current prosecutor assigned to the case, would be the final phase of Operation Firewall. 

But any celebration may be short-lived. 

OFFSHORE SERVER USED 

Within days of the takedown, members of Shadowcrew had its successor up and running: a website called Offshorecrew.biz, featuring the tag line "It's a new day." The site was traced to a computer server in Panama. 

Law enforcement officials in the U.S. and in Canada admit the investigation into Shadowcrew is widening, not shrinking. Cybermobsters who escaped prosecution are believed to be operating in all major Canadian cities. The number of online crime boards is growing. 

And the pursuit of cybercriminals is hampered by a lack of resources for undercover work, and by the failure of courts in many instances to comprehend, let alone harshly penalize, computer-related crimes of identity. 

In the U.S., the Federal Bureau of Investigation has allotted just $150 million US out of its 2005 budget of $5 billion to the fight. 

Canada fares even worse than the U.S. in terms of investigative resources and the infrastructure needed to smooth coordination between police jurisdictions. 

With no federal office for cybercrime comparable to the FBI or Secret Service, and no laws specifically dealing with identity theft or sales of fake ID, local Canadian police detachments investigate credit card fraud and identity theft. The result is inconsistency in the training of officers and the capacity of crime-fighting efforts across the country. 

"You get a guy who each week ... takes on a different persona, and let's say he gets 50 victims each week, at an average of $500 per person, times the number of weeks he's able to get away with it, and you're looking at some pretty serious coin," says the Vancouver Police Department's Detective Const. Mark Fenton. 
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The aftermath: crime site falls: Unfortunately for law enforcement, new pages pop up
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The ping pong of private messages on the afternoon of March 23, 2004, between David Thomas, a.k.a. "ElMariachi," and a hacker he knew as "Ethics" had until that moment been fairly routine -- just the polite banter that is the usual prelude to hatching criminal business online. 

Routine, that is, until Ethics let loose this juicy tidbit: "btw (by the way), you know anyone who would pay to get celebs private cellphone numbers? or any other numbers from t-mobile's database? Sort of my major resource right now ... " 

This drew the virtually instant reply from ElMariachi: "hehehehehe oh man that would be so ... cool" 

Thomas, 47, was the founder of Shadowcrew's nemesis, TheGrifters.net. He had started the board in January 2004, after falling out of favour with Shadowcrew administrators, especially Black Ops, the chief enforcer, who suspected him of co-operating with law enforcement. He's the first former member of Shadowcrew to speak out. 

Ethics, the Secret Service would later determine, was a vendor on Shadowcrew.com. He was a mid-level hacker and identity thief trying to work his way up on what were then the online underworld's most popular crime boards. 

He had hacked the main computer server of Bellevue, Wash.-based wireless carrier T-Mobile USA, he boasted, and could offer ElMariachi access to personal and billing information for more than 19.2 million U.S. subscribers to T-Mobile cellphones and Sidekick personal digital assistants. 

The hacker offered ElMariachi a sample. It was the address, date of birth, social security number, secret question and answer, account password, web username and password, and the e-mail address of one Paris W. Hilton of Beverly Hills. 

There was more. Ethics had called the Secret Service's east coast field office to find out who was running cybercrime investigations, learned it was Peter Cavicchia, a T-Mobile e-mail subscriber, and tapped into his account, too. 

In special agent Cavicchia's e-mail, Ethics uncovered internal Secret Service documents, portions of a Mutual Legal Assistance Treaty with Russia, and e-mails about cybercrime investigations, including the Shadowcrew investigation known as Operation Firewall. And he learned that the ICQ numbers he and certain other Shadowcrew members were using to chat anonymously were under investigation. 

Fortunately for investigators, Ethics didn't stop at Thomas. He approached a Shadowcrew admin with the identical sales pitch, unaware that the admin was a Secret Service informant. 

Alerted to the security breach, agents arranged through the snitch to give Ethics a "secure" proxy connection to Shadowcrew.com -- one they controlled. 

For the next few months, Ethics and his computer were put under surveillance. He was soon identified as 21-year-old Nicolas Jacobsen, a stocky, middle-class man from Oregon, who had failed in launching his own computer consulting business, moved to California, and was working for a shipping software firm in Santa Ana. 

Investigators watched as Jacobsen, on various occasions, looked up as many as 400 names from the T-Mobile database. 

On Oct. 19, 2004 -- one week before Shadowcrew's alleged kingpins were due to fall in Operation Firewall -- investigators swooped into Jacobsen's apartment complex to make the just-in-time arrest. 

In the months that followed, Peter Cavicchia, the special agent whose e-mail was compromised, left his job. 

Jacobsen pleaded guilty to a single count of computer hacking, a federal offence carrying a maximum penalty of five years imprisonment and a $250,000 fine. He was sentenced in May before a Los Angeles district court judge, who immediately ordered the proceedings sealed. 

On Oct. 18, the first 19 of 28 arrested in the U.S. portion of the international sting are expected to go on trial in New Jersey. Among them will be Andrew Mantovani, alleged founding admin, who is accused of electronically transferring batches of stolen credit card numbers to Shadowcrew members, and of selling 18 million e-mail accounts, complete with names and addresses, dates of birth, user names and passwords -- the basics, in other words, to begin falsely assuming a victim's identity. 

Within days of the takedown, members of Shadowcrew had its successor up and running: a website called Offshorecrew.biz, featuring the tag line "It's a new day." The site was traced to a computer server in Panama under a falsely registered business address. 

Law enforcement officials in the U.S. and in Canada admit the investigation into Shadowcrew is widening, not shrinking. Cybermobsters who escaped prosecution are believed to be operating in all major Canadian cities. The number of online crime boards is growing. 

And the pursuit of cybercriminals is hampered by a lack of resources for undercover work, and by the failure of courts in many instances to comprehend, let alone harshly penalize, computer-related crimes of identity. 

With no federal office for cybercrime comparable to the FBI or Secret Service, and no laws specifically dealing with identity theft or sales of fake ID, local Canadian police detachments shoulder the burden of investigating credit card fraud and identity theft. 

The result is inconsistency in the training of officers and the capacity of crime-fighting efforts across the country. 

"You get a guy who each week ... takes on a different persona, and let's say he gets 50 victims each week, at an average of $500 per person, times the number of weeks he's able to get away with it, and you're looking at some pretty serious coin," says the Vancouver Police Department's Detective Const. Mark Fenton. 

"A lot of departments, even if they take an Internet investigation complaint, they don't realize that what (looks like) a $500 fraud, could actually be a $5,000-$10,000 dollar fraud." 

At the very least, Fenton would like to see possession or sales of false and stolen ID cards be redefined as criminal offences. 

In the wake of every highly publicized takedown, police acknowledge, the Internet's new mafias are learning to avoid getting caught the next time. 

"When you go after one arm and cut that off, the other arms panic, everyone lays low for a bit and they slowly start coming back," says Fenton. "And then they're back doing their thing with a vengeance." 
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The ping pong of private messages on the afternoon of March 23, 2004, between David Thomas, a.k.a. "ElMariachi," and a hacker he knew as "Ethics" had until that moment been fairly routine -- just the polite banter that is the usual prelude to hatching criminal business online. 

Routine, that is, until Ethics let loose this juicy tidbit: "btw (by the way), you know anyone who would pay to get celebs private cell phone numbers? or any other number's from t-mobile's database? Sort of my major resource right now ..." 

This drew the virtually instant reply from ElMariachi: "hehehehehe oh man that would be so cool." 

Thomas, 47, was the founder of Shadowcrew's nemesis, TheGrifters.net. He had started the board in January 2004, after falling out of favour with Shadowcrew administrators, especially Black Ops, the chief enforcer, who suspected him of co-operating with law enforcement. 

Ethics, the Secret Service would later determine, was a vendor on Shadowcrew.com. He was a mid-level hacker and identity thief trying to work his way up on what were then the online underworld's most popular crime boards. 

He had hacked the main computer server of Bellevue, Wash.-based wireless carrier T-Mobile USA, he boasted, and could offer ElMariachi access to personal and billing information for more than 19.2 million U.S. subscribers to T-Mobile cellphones and Sidekick personal digital assistants. 

The hacker offered ElMariachi a sample. It was the address, date of birth, social security number, secret question and answer, account password, web username and password, and the e-mail address of one Paris W. Hilton of Beverly Hills. 

There was more. Ethics had called the Secret Service's east coast field office to find out who was running cybercrime investigations, learned it was Peter Cavicchia, a T-Mobile e-mail subscriber, and tapped into his account, too. 

In special agent Cavicchia's e-mail, Ethics uncovered internal Secret Service documents, portions of a Mutual Legal Assistance Treaty with Russia, and e-mails about cybercrime investigations, including the Shadowcrew investigation known as Operation Firewall. 

And he learned that the ICQ numbers he and certain other Shadowcrew members were using to chat anonymously were under investigation. 

Fortunately for investigators, Ethics didn't stop at Thomas. He approached a Shadowcrew admin with the identical sales pitch, unaware that the admin was a Secret Service informant. 

Alerted to the security breach, agents arranged through the snitch to give Ethics a "secure" proxy connection to Shadowcrew.com -- one they controlled. 

For the next few months, Ethics and his computer were under surveillance. He was soon identified as 21-year-old Nicolas Jacobsen, a stocky, middle-class man from Oregon, who had failed in launching his own computer consulting business, moved to California, and was working for a shipping software firm in Santa Ana. 

JUST-IN-TIME ARREST 

Investigators watched as Jacobsen, on various occasions, looked up as many as 400 names from the T-Mobile database. On Oct. 19, 2004 -- one week before Shadowcrew's alleged kingpins were due to fall in Operation Firewall -- investigators swooped into Jacobsen's apartment complex to make the just-in-time arrest. 

Jacobsen pleaded guilty to a single count of computer hacking, a federal offence carrying a maximum penalty of five years imprisonment and a $250,000 fine. He was sentenced in May before a Los Angeles district court judge, who immediately ordered the proceedings sealed. 

On Tuesday, the first 19 of 28 arrested in the U.S. portion of the international sting are expected to go on trial in New Jersey. 

Among them will be Andrew Mantovani, alleged founding admin, who is accused of electronically transferring batches of stolen credit card numbers to Shadowcrew members, and of selling 18 million e-mail accounts, complete with names and addresses, dates of birth, user names and passwords -- the basics needed to begin assuming a victim's identity. 

Within days of the takedown, members of Shadowcrew had its successor up and running: a website called Offshorecrew.biz, featuring the tag line "It's a new day." The site was traced to a computer server in Panama under a falsely registered business address. 

Law enforcement officials in the U.S. and in Canada admit the investigation into Shadowcrew is widening, not shrinking. Cybermobsters who escaped prosecution are believed to be operating in all major Canadian cities. 

And the pursuit of cybercriminals is hampered by a lack of resources for undercover work, and by the failure of courts in many instances to comprehend, let alone harshly penalize, computer-related crimes of identity. 

With no federal office for cybercrime comparable to the FBI or Secret Service, and no laws specifically dealing with identity theft or sales of fake ID, local Canadian police detachments shoulder the burden of investigating credit card fraud and identity theft. 

The result is inconsistency in the training of officers and the capacity of crime-fighting across the country. 

"You get a guy who each week ... takes on a different persona, and let's say he gets 50 victims each week, at an average of $500 per person, times the number of weeks he's able to get away with it, and you're looking at some pretty serious coin," says the Vancouver Police Department's detective const. Mark Fenton. 

"A lot of departments, even if they take an Internet investigation complaint, don't realize that what (looks like) a $500 fraud, could actually be a $5,000-$10,000 dollar fraud." 

In the wake of every highly publicized takedown, police acknowledge, the Internet's new mafias are learning to avoid getting caught the next time. 

"When you go after one arm and cut that off, the other arms panic, everyone lays low for a bit and they slowly start coming back," says Fenton. 

"And then they're back doing their thing with a vengeance." 
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Cybermobs: the future of organized crime?: Cybercrime detectives battle thieves with new online community
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Two British Columbia police officers have unveiled Canada's first Internet "community" for cybercrime detectives, offering a global network of investigators the means of sharing expertise to fight identity theft and credit card fraud. 

Fincrime.org will let screened and licensed detectives meet online in a secure environment to discuss tactics for reeling in Internet-based criminals who launder money and traffic in stolen documents, credit card numbers, drugs and other illicit merchandise. 

The website was conceived for local Canadian police forces that face serious budgetary challenges and inconsistent training to deal with the surge in cybercrime, say its creators, Vancouver police detectives David Frame and Mark Fenton. 

Both are members of the computer investigative support unit of the Vancouver police department's financial crime squad -- the only full-time financial cybercrime unit in Canada. 

The detectives said they also want to put the spotlight on the dangers lurking online, with pages of advice to help ordinary Canadians protect themselves from information thieves. 

"You name the crime, it's being done online, and the bad guys are realizing this and they're flocking to the Internet -- especially organized crime," said Fenton. 

The idea for an online community of law enforcers came from observing such websites as the now-defunct Shadowcrew.com, which functioned like a criminal auction house bringing together buyers and sellers from far-flung parts of the world. 

Lists of stolen credit card numbers retail for as little as $10 per card, and $100 underworld-version "credit reports" that include sensitive personal and financial information of Canadians trade online minute by minute. 

Recent investigations have brought together police from multiple forces, the U.S. Secret Service and private security investigators working for major corporations. 

It's reflective of a trend toward closer co-operation between police that Fincrime.org aims to foster, Fenton said. 

"It's, 'Put aside the egos, put aside the territory, it's really important that we all start talking.' " 

In Canada, identity theft isn't a crime. It's legal, for example, to possess someone else's identification or the equipment needed to make counterfeit ID; it becomes a criminal offence -- "personation" -- only when thieves use fake or stolen ID to buy something. 

"I could walk around with 50 different IDs and that's not illegal, which is the problem," said Fenton. 

In the U.S., federal and state prosecutors take on an investigative role, guiding computer crime undercover operations from the outset to help ensure they will hold up to scrutiny. Some attorneys are even assigned exclusively to prosecute cybercrime. 

In contrast, Canadian police are required to work separately from the Crown, without the benefit of specialized legal advice. 

Online criminals often fly beneath police radar because, rather than pulling off one big scam, they commit a small scam -- like maxing out a forged credit card or failing to deliver goods on EBay -- hundreds or thousands of times, to victims living in different cities or countries. 

Convincing prosecutors to spend tens of thousands of dollars flying witnesses across North America to appear in court, or having them appear through remote videoconferencing, is a tough sell. 

In the rare instance that criminals make it to court, the penalties on the books have been too lax to dissuade further crime. 

As a result, the odds are overwhelmingly stacked in favour of the criminals. The research firm Gartner Group speculates that fewer than one in 700 identity thefts -- including credit card theft and related forms of fraud -- in the U.S. leads to a conviction. Canadian statistics would likely be similar, according to Frame. 

Police believe the solution for now is to mount large-scale undercover investigations in the hope of galvanizing the public and prosecutors into directing more resources into the battle against online crime. 

"We're writing the playbook as we go along," said Frame. 

"Let's give the courts a really good case where they can say, 'Yeah, we can see now (how deep) the tentacles of this go and how it all works.' " 
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Cybermob a high-tech Mafia
Montreal Gazette 
Tuesday, October 11, 2005 
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Internet-based criminal rings are "the organized crime of the 21st century," according to a police expert. This is the first of a series of articles on the cybermobs. 

Canada is home to members of highly organized credit card and identity theft rings operating with impunity online, say investigators who have spent more than a year sifting through evidence in the largest international undercover sting operation in Internet history. 

The U.S. Secret Service, the Vancouver police department and private security investigators hired by companies and Canadian banks believe major cities across the country harbour members of an online credit card fraud and identity theft ring that came to be known as Shadowcrew. 

Its name comes from the website Shadowcrew.com, where the thieves gathered to trade stolen items and plot their crimes. 

Shadowcrew.com was shut down, and 28 of the alleged highest-ranking members of the gang were arrested Oct. 26, 2004, during simultaneous raids carried out by the Secret Service, the RCMP and Europol, and local police forces in North America, Latin America and Europe. 

Three Canadians were arrested as part of the sting but have yet to be charged. 

An investigation into Shadowcrew's Canadian connection is continuing, according to Tom Musselwhite, special agent in charge of the U.S. Secret Service's western Canadian operations. 

"I think it's safe to say there are people that were involved in Shadowcrew who are in most, if not all, major Canadian cities," said Musselwhite, who works out of a field office in Vancouver. 

Internet-based criminal rings are an emerging and dangerous manifestation of organized crime in this country, according to investigators, who compare the criminals' structured and hierarchical organizations to those of the Mafia or Al-Qa'ida. 

"This is the organized crime of the 21st century," said David Frame, a 

detective-constable with the Vancouver police department's financial crime section. 

Cybermobs are considered a criminal faction sharply on the rise in Canada, although their numbers and impact are difficult to quantify because of inconsistent statistical reporting, Frame said. Statistics Canada compiles an annual tally of credit card and cheque fraud arrests that led to charges, but there is no detailed record, however, of the methods thieves use to steal credit card or cheque information, the amount of money stolen or who is involved. 

PhoneBusters, a project of the RCMP and Ontario Provincial Police, estimated 2002 losses of more than $8.5 million for identity theft, while the country's two main credit bureaus, Equifax and Trans Union, say they receive between 1,400 and 1,800 calls a month from Canadians whose identities have been stolen. 

The U.S. Federal Trade Commission, which keeps more detailed statistics than Canada, estimates that fake ID and credit card fraud cost U.S. businesses and the public at least $52 billion in 2004. The actual figures are likely much higher because cybercrimes tend to be grossly underreported, Vancouver police say. 

The result of the widespread fraud is that consumers are losing faith in the ability of authorities to police 

e-commerce. The research firm Gartner Inc. has forecast that public concern over the theft of personal or credit information could slash growth in the $300-billion online economy from double to single digits by 2007. 

Banks and credit card giants, meanwhile, are routinely writing off as much as two per cent in fraudulent charges as "the cost of doing business," according to Jim Melnick, a former U.S. Defence Intelligence Agency analyst who leads geopolitical threat intelligence research at a Virginia-based consulting firm, iDEFENSE. 

"The credit card companies are so powerful, they're making so much money, this is still just a nuisance," Melnick said. "But you can't hold that attitude forever because the cyberworld is completely different. There's nothing to prevent that two per cent from going to 20 as more vulnerabilities are found and more people get into the game. The (numbers) could change dramatically." 
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To catch a cyber thief, Secret Service-style
Vancouver Sun 
Thursday, October 13, 2005 
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To hear investigators tell the tale, it took a lucky break to ignite the largest, most successful and instructive cybercrime investigation in the history of the Internet. 

In November 2003, U.S. Secret Service special agents met with Scott Christie, then an assistant U.S. attorney leading the computer hacking and intellectual property section of the New Jersey prosecutor's office. 

The subject was Shadowcrew.com, a website in its second year of operations, whose members did a brisk business selling daily tens of thousands of dollars worth of stolen and forged credit cards, stolen identities, drugs and stolen merchandise. 

During the summer of 2003, Secret Service agents had managed to turn one high-ranking member into an informant, which opened up the possibility of conducting a significant undercover investigation to be called Operation Firewall. Would Christie be interested in signing on? He would. 

"It was not simply a matter of pursuing lower-level folks who were selling stolen credit cards. It was going after the leadership of this group, who were very open and blatant about what they were doing, and in many respects were taunting law enforcement," says Christie, who is now a partner in a private law firm in Newark, N.J. 

"We realized it would be the first time we could shut down a group and not just pick at it piecemeal from below, but sort of decapitate it from above." 

Over the 11 months that followed, agents and prosecutors laid a "special and unique" trap, says Christie. To catch a thief, his or her true identity first must be revealed. In the online world, where anonymity is encouraged, this was no easy task. 

Shadowcrew's new recruits selected user names and passwords to sign into the website, and were under no obligation to divulge personal information that could corroborate their identity or whereabouts. 

Once accepted as members, they took even more elaborate steps to ensure anonymity: adopting screen nicknames, or "nics;" using secure e-mail and instant messaging; and bouncing messages through multiple "proxy" computers that rendered communications untraceable. 

Backed by the full administrative access privileges of their snitch, agents began collecting evidence against the "nics" of select members of Shadowcrew, and filing wiretap applications to infiltrate suspects' computers and monitor them. 

But the real breakthrough came in February 2004, when the informant, on instructions from Secret Service handlers, invited a few key members to take part in a new service touted as a bulletproof privacy safeguard: an encrypted backdoor tunnel into Shadowcrew.com called a virtual private network, or VPN. 

As far as the mobsters were concerned, the VPN connected everyone who used it to Shadowcrew.com as if from a single Internet address, making it difficult to trace individual communications. Since access to the VPN was by invitation only, it was a measure of prestige to be asked to join. 

For law enforcement, the VPN offered a confined space in which to focus surveillance on the Shadowcrew kingpins, and to avoid unintended intercepts by outsiders which could hinder the investigation. 

Under the pretense it was the only way to ensure they could trust one another, invitees were ordered to connect to the VPN directly from their home computers, instead of from the usual untraceable series of proxies. Incredibly, all agreed to the ruse, which exposed their true identities and locations. 

The Secret Service agents in command of Shadowcrew.com had to maintain the appearance that their snitch was running the show. Yet he or she could only pretend to carry out business as usual -- a confidential informant working for the federal government was expected to refrain from committing further crimes. 

"How can you tell people, when you're a hardened member, that all of a sudden you've found religion?" Christie says. 

"We [traded] on the reputation of the informant; his professed concern that continuing to be involved in this activity would bring the scrutiny of law enforcement. But there was some concern that people would put two and two together and [realize that] law enforcement was running the site." 

Shadowcrew's leadership was arrested on the evening of Oct. 26, 2004, in an operation involving more than 100 officers executing search warrants, and many more stationed at the *Secret Service's Washington headquarters and field offices offering logistical support. 
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Cops get lucky in huge cyberfraud
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Thursday, October 13, 2005 
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To hear investigators tell the tale, it took a lucky break to ignite the largest, most successful and instructive cybercrime investigation in the history of the Internet. 

In November 2003, U.S. Secret Service special agents set up a meeting with Scott Christie, then an assistant U.S. Attorney leading the computer hacking and intellectual property section of the New Jersey prosecutor's office. 

The subject was Shadowcrew.com, a website in its second year of operations, whose members did a brisk business selling tens of thousands of dollars daily worth of stolen and forged credit cards, stolen identities, drugs and stolen merchandise. 

During the summer of 2003, Secret Service agents had managed to turn one high-ranking member into an informant, which opened up the possibility of conducting a significant undercover investigation to be called Operation Firewall. Would Christie be interested in signing on? He would. 

"It was not simply a matter of pursuing lower-level folks who were selling stolen credit cards. It was going after the leadership of this group," he said. 

Over the 11 months that followed, agents and prosecutors laid a "special and unique" trap, says Christie. 

To catch a thief, his or her true identity first must be revealed. In the online world, where anonymity is encouraged, this was no easy task. 

Shadowcrew's new recruits selected user names and passwords to sign into the website, and were under no obligation to divulge personal information that could corroborate their identity or whereabouts. 

ACCEPTED AS MEMBERS 

Once accepted as members, they took even more elaborate steps to ensure anonymity like adopting screen nicknames, or "nics," using secure e-mail and instant messaging. 

Backed by the full administrative access privileges of their snitch, agents began collecting evidence against the "nics" of select members of Shadowcrew, and filing wiretap applications to infiltrate suspects' computers and monitor them. 

But the real breakthrough came in February 2004, when the informant, on instructions from Secret Service handlers, invited a few key members to take part in a new service touted as a bulletproof privacy safeguard: an encrypted backdoor tunnel into Shadowcrew.com called a virtual private network, or VPN. 

For law enforcement, the VPN offered a confined space in which to focus surveillance on the Shadowcrew kingpins, and to avoid unintended intercepts by outsiders which could hinder the investigation. 

Under the pretense it was the only way to ensure they could trust one another, invitees were ordered to connect to the VPN directly from their home computers. 

IDENTITIES EXPOSED 

Incredibly, all agreed to the ruse, which exposed their true identities and locations to law enforcement. 

The Secret Service agents firmly in command of Shadowcrew.com had to maintain the appearance that their snitch was running the show. Yet he or she could only pretend to carry out business as usual -- a confidential informant working for the federal government was expected to refrain from committing further crimes. 

"How can you tell people, when you're a hardened member, that all of a sudden you've found religion?" Christie says. 

The furthest agents went to keep up appearances was to take stolen credit card numbers (out of circulation) using government funds. 

Undercover agents set up surveillance operations for some members. 

Shadowcrew's leadership was arrested on the evening of Oct. 26, 2004, in an operation involving more than 100 officers executing search warrants. 
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Investigators 'decapitated' Shadowcrew from above: By using confidential informants, online crime was tackled while surfing among the criminals
Edmonton Journal 
Thursday, October 13, 2005 
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To hear investigators tell the tale, it took a lucky break to ignite the largest, most successful and instructive cybercrime investigation in the history of the Internet. 

In November 2003, United States Secret Service special agents set up a meeting with Scott Christie, then an assistant U.S. Attorney leading the computer hacking and intellectual property section of the New Jersey prosecutor's office. 

The subject was Shadowcrew.com, a website in its second year of operations, whose members did a brisk business selling tens of thousands of dollars daily worth of stolen and forged credit cards, stolen identities, drugs and stolen merchandise. 

During the summer of 2003, Secret Service agents had managed to turn one high-ranking member into an informant, which opened up the possibility of conducting a significant undercover investigation to be called Operation Firewall. Would Christie be interested in signing on? He would. 

"It was not simply a matter of pursuing lower-level folks who were selling stolen credit cards. It was going after the leadership of this group, who were very open and blatant about what they were doing, and in many respects were taunting law enforcement," says Christie, who left the U.S. Attorney's office after the takedown to become a partner in a private law firm in Newark, N.J. 

"We realized it would be the first time we could shut down a group and not just pick at it piecemeal from below, but sort of decapitate it from above." 

Over the 11 months that followed, agents and prosecutors laid a "special and unique" trap, says Christie. To catch a thief, his or her true identity first must be revealed. In the anonymous online world, this was no easy task. 

Shadowcrew's new recruits selected user names and passwords to sign into the website, and were under no obligation to divulge personal information that could corroborate their identity or whereabouts. Once accepted as members, they took even more elaborate steps to ensure anonymity: Adopting screen nicknames, or "nics;" using secure e-mail and instant messaging; and bouncing messages through multiple "proxy" computers that rendered communications untraceable. 

Backed by the full administrative access privileges of their snitch, agents began collecting evidence against the "nics" of select members of Shadowcrew, and filing wiretap applications to infiltrate suspects' computers. 

The Secret Service agents firmly in command of Shadowcrew.com had to maintain the appearance that their snitch was running the show. Yet he or she could only pretend to carry out business as usual -- a confidential informant working for the feds was expected to refrain from committing further crimes. 

"How can you tell people, when you're a hardened member, that all of a sudden you've found religion?" Christie says. 

"We (traded) on the reputation of the informant; his professed concern that continuing to be involved in this activity would bring the scrutiny of law enforcement. But there was some concern that people would put two and two together and (realize that) law enforcement was running the site." 

Shadowcrew's leadership was arrested on the evening of Oct. 26, 2004, in an operation involving more than 100 officers executing search warrants, and many more stationed at the Secret Service's Washington headquarters and field offices offering logistical support. 
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Agents infiltrate thieves' cyber-lair: Objective to 'decapitate it from above'
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To hear investigators tell the tale, it took a lucky break to ignite the largest, most successful and instructive cybercrime investigation in the history of the Internet. 

In November 2003, United States Secret Service special agents set up a meeting with Scott Christie, then an assistant U.S. attorney leading the computer hacking and intellectual property section of the New Jersey prosecutor's office. 

The subject was Shadowcrew.com, a website in its second year of operation, whose members did a brisk business selling tens of thousands of dollars daily worth of stolen and forged credit cards, stolen identities, drugs and stolen merchandise. 

During the summer of 2003, Secret Service agents had managed to turn one high-ranking member into an informant, which opened up the possibility of conducting a significant undercover investigation to be called Operation Firewall. Would Christie be interested in signing on? He would. 

"It was not simply a matter of pursuing lower-level folks who were selling stolen credit cards. It was going after the leadership of this group, who were very open and blatant about what they were doing, and in many respects were taunting law enforcement," says Christie, who left the U.S. Attorney's office after the takedown to become a partner in a private law firm in Newark, N.J. 

"We realized it would be the first time we could shut down a group and not just pick at it piecemeal from below, but sort of decapitate it from above." 

Over the 11 months that followed, agents and prosecutors laid a "special and unique" trap, says Christie. 

To catch a thief, his or her true identity first must be revealed. In the online world, where anonymity is encouraged, this was no easy task. 

Shadowcrew's new recruits selected user names and passwords to sign into the website, and were under no obligation to divulge personal information that could corroborate their identity or whereabouts. 

Once accepted as members, they took even more elaborate steps to ensure anonymity: adopting screen nicknames, or "nics;" using secure e-mail and instant messaging; and bouncing messages through multiple "proxy" computers that rendered communications untraceable. 

Backed by the full administrative access privileges of their snitch, agents began collecting evidence against the "nics" of select members of Shadowcrew, and filing wiretap applications to infiltrate suspects' computers and monitor them. 

But the real breakthrough came in February 2004, when the informant, on instructions from Secret Service handlers, invited a few key members to take part in a new service touted as a bulletproof privacy safeguard: an encrypted backdoor tunnel into Shadowcrew.com called a virtual private network, or VPN. 

As far as the mobsters were concerned, the VPN connected everyone who used it to Shadowcrew.com as if from a single Internet address, making it difficult to trace individual communications. Since access to the VPN was by invitation only, it was a measure of prestige to be asked to join. 

For law enforcement, the VPN offered a confined space in which to focus surveillance on the Shadowcrew kingpins, and to avoid unintended intercepts by outsiders which could hinder the investigation. 

Under the pretense it was the only way to ensure they could trust one another, invitees were ordered to connect to the VPN directly from their home computers, instead of from the usual untraceable series of proxies. Incredibly, all agreed to the ruse, which exposed their true identities and locations to law enforcement. 

Things almost went wrong. With the date of the takedown looming, the Secret Service's informant received an instant message with potentially devastating news. 

It was from a Shadowcrew member going by the nic "Ethics," who was offering the contents of starlet Paris Hilton's T-Mobile sidekick -- a BlackBerry-like device to send e-mails and photos -- along with a slew of other Hollywood names to a few highly ranked criminals. 

And on the same auction block were the private T-Mobile e-mails of Peter Cavicchia, one of the key agents involved in Operation Firewall. 
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Credit card theft costs everyone
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When Angela Laming got the call from Mastercard in May inquiring about a string of dubious-looking charges on her credit card, her reaction was a predictable mix of shock and disgust. 

On a one-day spree, Laming learned, someone had charged hundreds of dollars worth of purchases to her card while the 25-year-old graduate of St. Lawrence College in Kingston, Ont., was busy working at her full-time job on campus. 

"It sucks," she says. "I'd read lots of stories, but I never thought it could happen to me. When it actually does, you're like, 'Wow, this really can happen. 

"Anybody could pretend to be you.'" 

A credit card statement arrived two weeks after the theft was detected, and it read like something out of a 'how-to' manual for committing credit card fraud. 

First, the thief tested the card number by placing an inconspicuous, $2.48-cent order to an American online company, to see if the charge would be declined, a practice referred to in the underground world as a "dump check." 

Then it was time to go shopping. Among the biggest of a dozen suspect line items on her bill was $500 wired through Western Union _ a scam known as a "WU," in which thieves launder stolen credit card numbers by wiring themselves cash advances through the American financial services giant. (Bank accounts, and electronic monetary transfer services, such as WebMoney or E-Gold.com, are well known laundering stops as well, according to police.) 

Mastercard immediately cancelled all charges and sent a replacement card, but the experience so unnerved Laming she has yet to activate the new card. 

And in a move experts say belies a wider anxiety about the security of e-commerce, Laming's experience with cybercrime has permanently changed her purchasing habits, making her wary of shopping online. 

"After (Mastercard) said they'd taken care of all the charges, I felt better," she explains, "but I still don't really feel safe anymore (online) knowing that my information was out there for anyone to see." 

Although Laming didn't have to pay the fraudulent bill, consumers inevitably do. 

After losing merchandise to thieves, retailers must also pay credit card companies the full amount charged, plus an extra "chargeback fee". 

After losing merchandise to thieves, retailers must also pay credit card companies the full amount charged, plus an extra percentage called a "chargeback fee" amounting to a penalty for the "bad" transaction. 

It's a triple whammy that big box chain stores, mom-and-pop shops and e-tailers are passing along to consumers in the form of higher sticker prices. 

"There are two victims here: the cardholder and the merchant who is unwittingly accepting this card," says Michael Brown, co-founder of Malibu, Calif.-based CardCops, Inc., which specializes in alerting consumers to online fraud for a fee. 

"The merchant really gets hammered and we all pay for it in the long run." 

Laming's trials may not be over yet. 

Her name, address, telephone number, credit card number with expiry date and supposedly secure PIN, were among the thousands of detailed records that CardCops, using proprietary software and gumshoe investigation, retrieves daily from Internet chat rooms and criminal websites where personal information is traded like a commodity. 

Customers, who include previous victims of identity theft and credit card fraud, pay Brown's company $15 US a year to be notified if their personal information turns up online. 

Internet security investigators warn that stolen credit card information can be traded multiple times by thieves located around the globe. 

Even if a stolen credit card is cancelled, personal information in the file that often accompanies it _ such as a billing address, telephone and preferred password _ continues circling the Internet, and may be useful in targeting the same victim for further identity crimes. 
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Everyone pays the price for credit card theft
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When Angela Laming got the call from Mastercard in May inquiring about a string of dubious-looking charges on her credit card, her reaction was a predictable mix of shock and disgust. 

On a one-day spree, Laming learned, someone had charged hundreds of dollars worth of purchases to her card while the 25-year-old graduate of St. Lawrence College in Kingston, Ont., was busy working at her full-time job on campus. 

"It sucks," she says. 

"I'd read lots of stories, but I never thought it could happen to me. When it actually does, you're like, 'Wow, this really can happen. Anybody could pretend to be you.' " 

A credit card statement arrived two weeks after the theft was detected, and it read like something out of a how-to manual for committing credit card fraud. 

First, the thief tested the card number by placing an inconspicuous, $2.48-cent order to an American online company, to see if the charge would be declined, a practice referred to in the underground world as a "dump check." 

Then it was time to go shopping. Among the biggest of a dozen suspect line items on her bill was $500 wired through Western Union -- a scam known as a "WU," in which thieves launder stolen credit card numbers by wiring themselves cash advances through the American financial services giant (bank accounts, and electronic monetary transfer services, such as WebMoney or E-Gold.com, are well known laundering stops as well, according to police). 

Mastercard immediately cancelled all charges and sent a replacement card, but the experience so unnerved Laming she has yet to activate the new card. And in a move experts say belies a wider anxiety about the security of e-commerce, Laming's experience with cybercrime has permanently changed her purchasing habits, making her wary of shopping online. 

"After (Mastercard) said they'd taken care of all the charges, I felt better," she explains, "but I still don't really feel safe anymore (online) knowing that my information was out there for anyone to see." 

Although Laming didn't have to pay the fraudulent bill, consumers inevitably do. After losing merchandise to thieves, retailers must also pay credit card companies the full amount charged, plus an extra percentage called a "chargeback fee" amounting to a penalty for the "bad" transaction. 

It's a triple whammy that big box chain stores, mom-and-pop shops and e-tailers are passing along to consumers in the form of higher sticker prices. 

"There are two victims here: the cardholder and the merchant who is unwittingly accepting this card," says Michael Brown, co-founder of Malibu, Calif.-based CardCops, Inc., which specializes in alerting consumers to online fraud for a fee. 

Laming's trials may not be over yet. Her name, address, telephone number, credit card number with expiry date and supposedly secure PIN, were among the thousands of detailed records that CardCops, using proprietary software and gumshoe investigation, retrieves daily from Internet chat rooms and criminal websites where personal information is traded like a commodity. 
Illustration:
• Photo: Journal Stock / (Angela) Laming
Idnumber: 200510140072 
Edition: Final 
Story Type: Series; Crime 
Length: 491 words 
Keywords: CREDIT CARDS; DEBIT CARDS; CONSUMER PROTECTION; THEFT; FRAUD; CRIME 
Illustration Type: Black & White Photo 



[image: image31.png]THE VANCOUVER SUN




Credit card theft runs from $2.48 tryout to $500 wire bill: Merchant as much a victim as the cardholder
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When Angela Laming got the call from Mastercard in May inquiring about a string of dubious-looking charges on her credit card, her reaction was a predictable mix of shock and disgust. 

On a one-day spree, Laming learned, someone had charged hundreds of dollars worth of purchases to her card while the 25-year-old graduate of St. Lawrence College in Kingston, Ont., was busy working at her full-time job on campus. 

"It sucks," she says. "I'd read lots of stories, but I never thought it could happen to me. When it actually does, you're like, 'Wow, this really can happen. Anybody could pretend to be you.' " 

A credit card statement arrived two weeks after the theft was detected, and it read like something out of a how-to manual for committing credit card fraud. 

First, the thief tested the card number by placing an inconspicuous, $2.48-cent order to an American online company, to see if the charge would be declined, a practice referred to as a "dump check." 

Then it was time to go shopping. Among the biggest of a dozen suspect line items on her bill was $500 wired through Western Union -- a scam known as a "WU," in which thieves launder stolen credit card numbers by wiring themselves cash advances through the American financial services giant. (Bank accounts, and electronic monetary transfer services, such as WebMoney or E-Gold.com, are also laundering stops, according to police.) 

Mastercard immediately cancelled all charges and sent a replacement card, but the experience so unnerved Laming she has yet to activate the new card. 

And in a move experts say belies a wider anxiety about the security of e-commerce, Laming's experience with cybercrime has permanently changed her purchasing habits, making her wary of shopping online. 

"After [Mastercard] said they'd taken care of all the charges, I felt better," she explains, "but I still don't really feel safe anymore [online] knowing that my information was out there for anyone to see." 

Although Laming didn't have to pay the fraudulent bill, consumers inevitably do. 

After losing merchandise to thieves, retailers must also pay credit card companies the full amount charged, plus an extra percentage called a "charge-back fee" amounting to a penalty for the "bad" transaction. 

It's a triple whammy that big box chain stores, mom-and-pop shops and e-tailers are passing along to consumers in the form of higher sticker prices. 

"There are two victims here: the cardholder and the merchant who is unwittingly accepting this card," says Michael Brown, co-founder of Malibu, Calif.-based CardCops, Inc., which specializes in alerting consumers to online fraud for a fee. 

"The merchant really gets hammered and we all pay for it in the long run." 
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Shadowcrew bust cheered, but it may not dent web crime: Underworld figures using teenagers as 'hackers for hire'
Edmonton Journal 
Wednesday, October 12, 2005 
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Dateline: VANCOUVER 
Source: CanWest News Service 
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VANCOUVER - In the twilight hours of Oct. 26, 2004, a plainclothes American Secret Service agent stood by a grove of maple trees near a middle-class home in the suburb of Richmond. 

Tom Musselwhite, a 20-year veteran in charge of Western Canadian operations, had busted his share of bank and credit card scammers. This time, he was waiting to observe the takedown of a different breed of conman. 

The suspect was an alleged member of an Internet-based identity theft and credit card fraud ring, whose tentacles stretched across North America, Latin America and Europe. Police considered him one of the gang's elite, the brains behind a Canadian document forgery and drugs operation that allegedly included two accomplices from Lower Mainland British Columbia. 

And he was just 17 years old. 

At precisely 6 p.m., Det.-Const. Mark Fenton, a computer crime investigator with Vancouver Police Department, gave the 'go' order. Without the usual police warning to "open up," the door went in. 

Armed officers from the Vancouver emergency response team, the local RCMP detachment and Vancouver police surrounded the youth as he sat at the dinner table eating lasagna with his father, brother, and a teenaged friend. His computer, switched on when officers arrived, was taken into evidence. 

"We went in there and literally the fork just came out of the mouth," Fenton says. "Then I had to sit down with the (17-year-old's) parents and explain why we were there because obviously (they) were dumbfounded, to say the least." 

The youth was driven along with his stunned father to the Richmond police station and questioned on suspicion of forging drivers' licences and other ID. Later that evening, his friend was arrested for allegedly peddling ecstasy over the Internet. 

A second raid conducted simultaneously in nearby Surrey yielded a third arrest: That of a 19-year-old whose specialty, police allege, was procuring stolen credit card numbers and the equipment to make fake documents. 

At the scene, Musselwhite placed a cellphone call to headquarters in Washington: The Canadian busts had gone down without a hitch, he said. 

It was the same across the U.S., Latin America and Europe, where local police, aided by the Secret Service, carried out a sweep of raids netting at least 28 alleged high-ranking members of Shadowcrew in a sting codenamed Operation Firewall. 

Two days later, the web portal Shadowcrew.com was gone. Its home page had been replaced by a caricature of a jailbird gripping the bars of a prison cell, featuring the theme song from the Hollywood movie Mission Impossible playing in the background. 

"You can imagine how this infuriated the Shadowcrew group because a lot of them see it as this battle against authority, against police," says the special agent. 

"It was nice because (police left the message), 'if you had anything to do with it give us a call.' And somebody did give us a call." 

(Type in Shadowcrew.com today and the Secret Service's page has been replaced yet again -- this time by a more ominous spoof. The newest version of the website, registered to a Miami, Fla., address under the e-mail "wedonotspamthisisajoejobyahoo.com, offers searchable hyperlinks for topics ranging from "credit card hacking," to "ID cards" and "fake diplomas." A Secret Service spokesman says the agency won't confirm or deny it is monitoring ongoing changes to registration of the Shadowcrew.com domain name.) 

Based on court documents filed for the trial of the first 19 indicted Shadowcrew members scheduled for this month in Newark, N. J., and interviews with investigators, prosecutors and others, Shadowcrew was a kind of underworld bazaar. Criminals who were carefully screened by fellow members sold drugs, laundered money, and bought and sold 1.5 million stolen credit card and debit numbers gleaned from a variety of sources, including Canadian banks. 

Some 18 million e-mail accounts were broken into, and millions of pieces of personal identification -- including fake drivers' licences, social insurance cards and other so-called "novelties" -- were auctioned between members. 

The stolen numbers and fake cards were used to buy and sell merchandise through e-commerce sites, pawnshops and online auction sites like EBay. 

Shadowcrew members took in $4.3 million in illicit profit in just over a year of the website's operation. But that corresponds only to the "provable loss" of thousands of credit card numbers undercover operatives managed to obtain from thieves. 

A true estimate of the damage and its impact on potentially tens of thousands of victims worldwide would be "virtually incalculable," according to a former assistant U.S. Attorney on the investigation team. 

"There was so much in the way of counterfeit cards transversing the website at any one time, I don't know that anyone could ever fully quantify it," says Scott Christie, now a partner with the law firm of McCarter & English in Newark. "But it's not a stretch to say (the financial loss) was in the hundreds of millions." 

In every G-8 nation -- and every major Canadian city -- investigators say, former members of Shadowcrew who escaped arrest last October are continuing to pursue financial crimes through an Internet-aided, globally entrenched network with deepening ties to organized crime. 

Cybermobs have a reputation for being exceedingly difficult to find, let alone investigate or prosecute, thanks in part to the sophisticated anonymizing software and hacker techniques they use to shield their activities. 

Investigators also complain of a dearth of resources and personnel, and of uneven co-operation from some countries -- often former republics of the Soviet Union -- in extraditing organized criminals who are directing massive online scams against North American businesses and the public. 

And through the great leveller that is the Internet, underworld figures traditionally associated with drug dealing and financial crimes are joining forces with teenagers, using them as "hackers for hire" or as lowly mules to cash out dishonest gains. 

Vancouver police say prosecutors here are still discussing with their U.S. counterparts what, if any, charges to lay against the three arrested youth from B.C. 

The father of the 17-year-old -- whose identity cannot be divulged under provisions of the Youth Criminal Justice Act -- acknowledges he's frustrated about the turn of events, although he remains optimistic. 

"I'm pissed off," he said in an interview, referring to allegations about his son's key role in Shadowcrew. "Kids do stuff you don't even know about and when you find out, you're disappointed. (But) when the smoke clears, you'll find out he didn't have much to do with it." 
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Agents tangle with 'Net's high-tech con artists
Vancouver Sun 
Tuesday, October 11, 2005 
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In the twilight hours of Oct. 26, 2004, a plainclothes American Secret Service agent stood by a grove of maple trees near a middle-class home in Richmond. 

Tom Musselwhite, a 20-year veteran in charge of the U.S. Secret Service's Western Canadian operations, had busted his share of bank and credit card scammers. This time, he was waiting to observe the takedown of a different breed of conman. 

The suspect was an alleged member of an Internet-based identity theft and credit card fraud ring, whose tentacles stretched across North America, Latin America and Europe. Police considered him one of the gang's elite, the brains behind a Canadian document forgery and drugs operation that allegedly included two accomplices from the Lower Mainland. 

And he was just 17 years old. 

At precisely 6 p.m., Mark Fenton, a computer crime investigator with Vancouver Police Department, gave the 'go' order. Without the usual police warning to "open up," officers went in. 

Armed officers from the Vancouver emergency response team, the local RCMP detachment and Vancouver police surrounded the youth as he sat at the dinner table eating lasagna with his father, brother and a teenage friend. His computer, switched on when officers arrived, was taken as evidence. 

"We went in there and literally the fork just came out of the mouth," Fenton says. 

"Then I had to sit down with the [17-year-old's] parents and explain why we were there because obviously [they] were dumbfounded, to say the least." 

The youth was driven along with his stunned father to the Richmond police station and questioned on suspicion of forging drivers' licences and other ID. Later that evening, his friend was arrested for allegedly peddling ecstasy over the Internet. 

A second raid conducted simultaneously in nearby Surrey yielded a third arrest: that of a 19-year-old whose specialty, police allege, was procuring stolen credit card numbers and the equipment to make fake documents. 

At the scene, Musselwhite placed a cellphone call to headquarters in Washington: The Canadian busts had gone down without a hitch, he said. 

It was the same across the U.S., Latin America and Europe, where local police, aided by the Secret Service, carried out a sweep of raids netting at least 28 alleged high-ranking members of Shadowcrew in a sting codenamed Operation Firewall. 

Two days later, the web portal Shadowcrew.com was gone. Its home page had been replaced by a caricature of a jailbird gripping the bars of a prison cell, featuring the theme song from the Hollywood movie Mission Impossible playing in the background. 

"You can imagine how this infuriated the Shadowcrew group because a lot of them see it as this battle against authority, against police," says the U.S. agent. 

"It was nice because [police left the message], 'if you had anything to do with it give us a call. And somebody did give us a call." 

(Type in Shadowcrew.com today and the Secret Service's page has been replaced yet again -- this time by a more ominous spoof. The newest version of the website, registered to a Miami, Fla., address under the e-mail wedonotspamthisisajoejob@yahoo.com, offers searchable hyperlinks for topics ranging from "credit card hacking," to "ID cards" and "fake diplomas." 

A Secret Service spokesman says the agency won't confirm or deny it is monitoring ongoing changes to registration of the Shadowcrew.com domain name.) 

Based on court documents filed for the trial of the first 19 indicted Shadowcrew members scheduled for this month in Newark, N. J., and interviews with investigators, prosecutors and others, Shadowcrew was a kind of underworld bazaar. 

Criminals who were carefully screened by fellow members sold drugs, laundered money, and bought and sold 1.5 million stolen credit card and debit numbers gleaned from a variety of sources, including Canadian banks. 

Some 18 million e-mail accounts were broken into, and millions of pieces of personal identification -- including fake drivers' licences, social insurance cards and other so-called "novelties" -- were auctioned between members. 

The stolen numbers and fake cards were used to buy and sell merchandise through e-commerce sites, pawnshops and online auction sites such as eBay. 

Shadowcrew members took in $4.3 million in illicit profit in just over a year of the website's operation. But that corresponds only to the "provable loss" of thousands of credit card numbers undercover operatives managed to obtain from thieves. 

A true estimate of the damage and its impact on potentially tens of thousands of victims worldwide would be "virtually incalculable," according to a former assistant U.S. Attorney on the investigation team. 

"There was so much in the way of counterfeit cards transversing the website at any one time, I don't know that anyone could ever fully quantify it," says Scott Christie, now a partner with the law firm of McCarter & English in Newark. "But it's not a stretch to say [the financial loss] was in the hundreds of millions." 

In every G-8 nation -- and every major Canadian city -- investigators say, former members of Shadowcrew who escaped arrest a year ago are continuing to pursue financial crimes through an Internet-aided, globally entrenched network with deepening ties to organized crime. 

Since the takedown of Shadowcrew, they've moved operations to a burgeoning number of copycat websites. 

Victims include banks and insurance companies, shopping websites and individual consumers. 

The crimes are becoming increasingly sophisticated, their reach global. 

Yet the public is mostly in the dark about the threat posed by cybercrime. 

Cybermobs have a reputation for being exceedingly difficult to find, let alone investigate or prosecute, thanks in part to the sophisticated anonymizing software and hacker techniques they use to shield their activities. 

Investigators also complain of a dearth of resources and personnel, and of uneven cooperation from some countries -- often former republics of the Soviet Union -- in extraditing organized criminals who are directing massive online scams against North American businesses and the public. 

And through the great leveller that is the Internet, underworld figures traditionally associated with drug dealing and financial crimes are joining forces with teenagers, using them as "hackers for hire" or as lowly mules to cash out dishonest gains. 

These youth aren't the "white hat hackers" portrayed in Hollywood movies of the 1990s. 

They're teens and twentysomethings, typically from middle-class neighbourhoods, who are highly intelligent and computer savvy, but lacking in social skills, according to law enforcement. 

Some are drug-addicted -- crystal meth and cocaine are the drugs of choice -- and resort to online identity theft or credit card fraud to fuel their habits. 

"You don't throw the keys to your kid who's 13 and you go 'here you go, go drive.' Why? Because it's dangerous," says Fenton. 

"But what we do is we buy them a $1,000 or $2,000 computer, hook them up to the world and say: 'Have fun.' " 

In the year since the Operation Firewall busts, police have orchestrated a series of "stealth" arrests around the world and in Canada, hunting down an undisclosed number of suspects based on evidence collected from the original busts. 

Vancouver police say prosecutors here are still discussing with their U.S. counterparts what, if any, charges to lay against the three arrested youth from B.C. 

The father of the 17-year-old -- whose identity cannot be divulged under provisions of the Youth Criminal Justice Act -- acknowledges he's frustrated about the turn of events, although he remains optimistic. 

"I'm pissed off," he said in an interview, referring to allegations about his son's key role in Shadowcrew. 

"Kids do stuff you don't even know about and when you find out, you're disappointed. [But] when the smoke clears, you'll find out he didn't have much to do with it." 

CYBERMOBS: THE FUTURE OF ORGANIZED CRIME. 

WEDNESDAY, Oct. 12: 

Cybercrime detectives are sharing expertise to fight identity theft and credit card fraud. 

THURSDAY, Oct. 13: 

Online auction sites have become a popular way for criminals to offload stolen goods. 

FRIDAY, Oct. 14: 

In the growing world of cybercrime, there are many different types of online scams and frauds. 
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Cybercrime thrives in online underworld: Strong Canadian ties; B.C. teens among 28 people arrested in connection with suspected Web crimes
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In the twilight hours of Oct. 26, 2004, a plainclothes U.S. Secret Service agent stood by a grove of maple trees near a middle-class home in the suburb of Richmond, B.C. 

Tom Musselwhite, a 20-year veteran in charge of western Canadian operations, had busted his share of bank and credit card scammers. This time, he was waiting to observe the takedown of a different breed of con man. 

The suspect was an alleged member of an Internet-based identity theft and credit card fraud ring, whose tentacles stretched across North America, Latin America and Europe. Police considered him one of the gang's elite, the brains behind a Canadian document forgery and drugs operation. 

And he was just 17 years old. 

At precisely 6 p.m., Detective-Constable Mark Fenton, a computer crime investigator with Vancouver police department, gave the "go" order. Without the usual police warning to "open up," the door went in. 

Armed officers from the Vancouver emergency response team, the local RCMP detachment and Vancouver police surrounded the youth as he sat at the dinner table eating lasagna with his father, brother and a teenage friend. His computer, switched on when officers arrived, was taken into evidence. 

"We went in there and literally the fork just came out of the mouth," Fenton says. "Then I had to sit down with the parents and explain why we were there because obviously (they) were dumbfounded, to say the least." 

The youth was driven, along with his stunned father, to the Richmond police station and questioned on suspicion of forging drivers' licences and other ID. Later that evening, his friend was arrested on allegations he peddled ecstasy over the Internet. 

A second raid conducted simultaneously in nearby Surrey yielded a third arrest: that of a 19-year-old whose specialty, police allege, was procuring stolen credit card numbers and the equipment to make fake documents. 

At the scene, Musselwhite placed a cellphone call to headquarters in Washington: the Canadian busts had gone down without a hitch, he said. 

It was the same across the U.S., Latin America and Europe, where local police, aided by the Secret Service, carried out a sweep of raids netting at least 28 alleged high-ranking members of Shadowcrew in a sting code-named Operation Firewall. 

Two days later, the Web portal Shadowcrew.com was gone. Its home page had been replaced by a caricature of a jailbird gripping the bars of a prison cell, featuring the theme song from the Hollywood movie Mission Impossible playing in the background. 

"You can imagine how this infuriated the Shadowcrew group because a lot of them see it as this battle against authority, against police," the special agent says. 

"It was nice because (police left the message), 'if you had anything to do with it give us a call.' And somebody did give us a call." 

(Type in Shadowcrew.com today and the Secret Service's page has been replaced yet again. A Secret Service spokesperson says the agency won't confirm or deny it is monitoring ongoing changes to registration of the Shadowcrew.com domain name.) 

Based on court documents filed for the trial of the first 19 indicted Shadowcrew members scheduled for this month in Newark, N. J., and interviews with investigators, prosecutors and others, Shadowcrew was a kind of underworld bazaar. 

Criminals who were carefully screened by fellow members sold drugs, laundered money and bought and sold 1.5 million stolen credit card and debit numbers gleaned from a variety of sources. 

The stolen numbers and fake cards were used to buy and sell merchandise through e-commerce sites, pawnshops and online auction sites like eBay. 

Shadowcrew members took in 

$4.3 million in illicit profit in just over a year of the website's operation. But that corresponds only to the "provable loss" of thousands of credit card numbers undercover operatives managed to obtain from thieves. 

A true estimate of the damage and its impact on potentially tens of thousands of victims worldwide would be "virtually incalculable," according to a former assistant U.S. attorney on the investigation team. 

"There was so much in the way of counterfeit cards transversing the website at any one time, I don't know that anyone could ever fully quantify it," says Scott Christie, now a partner with the law firm of McCarter & English in Newark. "But it's not a stretch to say (the financial loss) was in the hundreds of millions." 

In every G8 nation - and every major Canadian city - investigators say, former members of Shadowcrew who escaped arrest last October are continuing to pursue financial crimes through an Internet-aided, globally entrenched network with deepening ties to organized crime. 

Cybermobs have a reputation for being exceedingly difficult to find, let alone investigate or prosecute, thanks in part to the sophisticated anonymizing software and hacker techniques they use to shield their activities. 

Investigators also complain of a dearth of resources and personnel, and of uneven co-operation from some countries in extraditing organized criminals who are directing massive online scams against North American businesses and the public. 

And through the great leveller that is the Internet, underworld figures traditionally associated with drug dealing and financial crimes are joining forces with teenagers, using them as "hackers for hire" or as lowly mules to cash out dishonest gains. 

Vancouver police say prosecutors here are still discussing with their U.S. counterparts what, if any, charges to lay against the three arrested youths from B.C. 

The father of the 17-year-old - whose identity cannot be divulged under provisions of the Youth Criminal Justice Act - acknowledges he's frustrated about the turn of events, although he remains optimistic. 

"I'm pissed off," he said in an interview, referring to allegations about his son's key role in Shadowcrew. "Kids do stuff you don't even know about and when you find out, you're disappointed. (But) when the smoke clears, you'll find out he didn't have much to do with it." 
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Net links teens to underworld: Secret Service swooped in on B.C. youth
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In the twilight hours of Oct. 26, 2004, a plainclothes American Secret Service agent stood by a grove of maple trees near a middle-class home in the suburb of Richmond, B.C. 

Tom Musselwhite, a 20-year veteran in charge of western Canadian operations, had busted his share of bank and credit card scammers. This time, he was waiting to observe the takedown of a different breed of con man. 

The suspect was an alleged member of an Internet-based identity theft and credit card fraud ring, whose tentacles stretched across North America, Latin America and Europe. Police considered him one of the gang's elite, the brains behind a Canadian document forgery and drug operation that allegedly included two accomplices from B.C.'s Lower Mainland. 

And he was just 17 years old. 

At precisely 6 p.m., Det. Const. Mark Fenton, a computer crime investigator with the Vancouver Police Department, gave the "go" order. Without the usual police warning to "open up," the door went in. 

Armed officers from the Vancouver emergency response team, the local RCMP detachment and Vancouver police surrounded the youth as he sat at the dinner table eating lasagna with his father, brother and a teenage friend. His computer, switched on when officers arrived, was taken into evidence. 

"We went in there and literally the fork just came out of the mouth," Fenton says. "Then I had to sit down with the (17-year-old's) parents and explain why we were there because obviously (they) were dumbfounded, to say the least." 

The youth was driven along with his stunned father to the Richmond police station and questioned on suspicion of forging drivers' licences and other ID. Later that evening, his friend was arrested for allegedly peddling ecstasy over the Internet. 

A second raid conducted simultaneously in nearby Surrey yielded a third arrest: that of a 19-year-old whose specialty, police allege, was procuring stolen credit card numbers and the equipment to make fake documents. 

It was the same across the U.S., Latin America and Europe, where local police, aided by the Secret Service, carried out a sweep of raids netting at least 28 alleged high-ranking members of Shadowcrew in a sting codenamed Operation Firewall. 

Two days later, the web portal Shadowcrew.com was gone. Its home page had been replaced by a caricature of a jailbird gripping the bars of a prison cell, featuring the theme song from the Hollywood movie Mission Impossible playing in the background. 

"You can imagine how this infuriated the Shadowcrew group because a lot of them see it as this battle against authority, against police," says the special agent. 

(Type in Shadowcrew.com today and the Secret Service's page has been replaced yet again -- this time by a more ominous spoof. The newest version of the website, registered to a Miami, Fla., address under the e-mail "wedonotspamthisisajoejobyahoo.com, offers searchable hyperlinks for topics ranging from "credit card hacking," to "ID cards" and "fake diplomas." 

A Secret Service spokesman says the agency won't confirm or deny it is monitoring ongoing changes to registration of the Shadowcrew.com domain name.) 

Based on court documents filed for the trial of the first 19 indicted Shadowcrew members scheduled for this month in Newark, N.J., and interviews with investigators, prosecutors and others, Shadowcrew was a kind of underworld bazaar. 

Criminals who were carefully screened by fellow members sold drugs, laundered money and bought and sold 1.5 million stolen credit card and debit numbers gleaned from a variety of sources, including Canadian banks. 

Some 18 million e-mail accounts were broken into, and millions of pieces of personal identification -- including fake drivers' licences, social insurance cards and other so-called "novelties" -- were auctioned between members. 

Shadowcrew members took in $4.3 million in illicit profit in just over a year of the website's operation. But that corresponds only to the "probable loss" of thousands of credit card numbers undercover operatives managed to obtain from thieves. 

A true estimate of the damage and its impact on potentially tens of thousands of victims worldwide would be "virtually incalculable," according to a former assistant U.S. attorney on the investigation team. 

"It's not a stretch to say (the financial loss) was in the hundreds of millions," says Scott Christie, now a partner with the law firm of McCarter & English in Newark. 

Investigators also complain of a dearth of resources and of uneven co-operation from some countries -- often former republics of the Soviet Union -- in extraditing criminals who are directing massive online scams against North Americans. 

Through the Internet, underworld figures traditionally associated with drug dealing and financial crimes are joining forces with teenagers, using them as "hackers for hire" or as lowly mules to cash out dishonest gains. 

Vancouver police say prosecutors there are still discussing with their U.S. counterparts what, if any, charges to lay against the three arrested youth from B.C. 

The father of the 17-year-old -- whose identity cannot be divulged under provisions of the Youth Criminal Justice Act -- says he's frustrated but remains optimistic. 

"I'm pissed off," he said in an interview, referring to allegations about his son's key role in Shadowcrew. 

"Kids do stuff you don't even know about and when you find out, you're disappointed. (But) when the smoke clears, you'll find out he didn't have much to do with it." 

CyberMobs: The future of organized crime. 

First in a series: Takedown 
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By the summer of 2004, acceptance into the criminal ring known as Shadowcrew - then at the height of its activity - would have been like opening a vein and mainlining a connection to mobsters around the globe. 

This was a 24/7 world, in which hundreds of thousands of dollars changed hands daily in deals brokered over the Internet between hackers, credit card fraud artists, drug dealers and document forgers. 

Generic offers to do deals were posted openly in the pages of Shadowcrew's web portal, Shadowcrew.com, although much of the actual haggling took place in private chats, and in "backrooms" of the website that were accessible only to a trusted few. 

What members saw upon signing in was a sleek introductory page featuring the bold tag line, "For those who wish to play in the shadows!" 

The main page was sub-divided into clickable bulletin board-style discussion groups. A "tutorials and how-to's" section exhorted them to "Learn from those who came before you," while an online auction organized along the lines of EBay provided the means to fence goods bought with forged or stolen credit cards. 

There were bulletin boards dedicated to fraudsters living in Australia, Europe and Latin America. 

While the number of people involved in Shadowcrew is uncertain, the U.S. State Department pegs the strength of Shadowcrew at about 4,000 vetted "nicknames" at its peak. But the Secret Service - whose dual mandate is to protect the president of the United States and to investigate financial crimes - was all over the boards. So were confidential informants beholden to police; a smattering of security investigators working in banks and private corporations and the occasional newspaper reporter. 

Shielded identities 

Yet, none of that investigative presence mattered. The pains members took to shield their true identities - and to survive in the competitive and paranoid cyberworld in which rivals took delight in forcing other members off the board - gave them a sense of invincibility from "LE", or law enforcement. They signed in under nicknames, or "nics" - often taking several online personas at a time, so that if one was banned from the website, they could use a fresh alias the next day. 

They sent encrypted messages over instant messaging systems and used secure e-mail programs like Hushmail.com, whose servers are conveniently located offshore. 

Const. Tom Guineau of the RCMP's Vancouver Integrated Technological Crime Unit said it is similar to a bank robber using a stolen car to commit his crimes. 

"They'll use the other person's network as a crime vehicle to try to discourage investigations," he said. 

Such hacks usually take place in the background, undetectable to the person whose computer is being misused. 

"I've come across home users that have been exploited or compromised and ... weren't aware until we showed up at their door," said Guineau. 

To slow down investigators, some hackers jump from computer to computer across the globe - making it almost impossible for investigators to determine their true location. 

In all, according to David Thomas, a former member and later rival of Shadowcrew, true criminals affiliated with the website probably numbered around 200, of whom roughly 75 were engaged in hardcore financial crimes, 20 or so had reached senior status and about 10 belonged to the website's inner governing circle. 

Operated in plain view 

Shadowcrew.com operated in plain view of law enforcement - and an unsuspecting public - for at least two years until the Secret Service took it down in the sting operation codenamed Operation Firewall on Oct. 26, 2004. That was enough time and manpower, say federal prosecutors, to generate up to hundreds of millions of dollars in illicit bounty. 

"You're talking about so much activity it just boggles the mind," says Thomas. 

Larry Johnson, the special agent with the Secret Service's criminal investigation division who led Operation Firewall, calls the habits of criminal gangs like Shadowcrew, "amazing. A lot of them have limited social skills," he says, "but guess what; they can go online and sound like Einstein. They take Red Bull or speed (amphetamines) to stay up all night because they're so into computers and that's all they live for." 

So it was that a member named "HewlettZ" became a regular on the "Identification" forum, which offered technical assistance to ID forgers, and on the "Canadian" bulletin board. 

In more than 300 posts beginning in the spring of 2004, he offered his opinions on a variety of topics -- from sourcing the best holograms used on various identification and credit cards, to problems perfecting templates for producing counterfeit documents. 

HewlettZ, sources say, was a 19-year-old British Columbian, one of three teens who were arrested last October. 

A 17-year-old Canadian went by the nics "Liquid Dust," "LIQ.dust," or simply "Dust," American authorities say. But this is impossible to corroborate through police and prosecutors in Canada; the teen's name cannot be published because of provisions of the Youth Criminal Justice Act. 
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Shadowcrew ran crime marketplace
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By the summer of 2004, acceptance into the criminal ring known as Shadowcrew -- then at the height of its activity -- would have been like opening a vein and mainlining a connection to mobsters around the globe. 

This was a 24/7 world, in which hundreds of thousands of dollars changed hands daily in deals brokered over the Internet between hackers, credit card fraud artists, drug dealers and document forgers. 

Generic offers to do deals were posted openly in the pages of Shadowcrew.com, although much of the actual haggling took place in private chats, and in "backrooms" of the website that were accessible only to a trusted few. 

What members saw upon signing in was a sleek introductory page featuring the bold tag line, "For those who wish to play in the shadows!" 

The main page was sub-divided into clickable bulletin board-style discussion groups. A "tutorials and how-to's" section exhorted them to "Learn from those who came before you," while an online auction organized along the lines of eBay provided the means to fence goods bought with forged or stolen credit cards. 

There were bulletin boards dedicated to fraudsters living in Australia, Europe and Latin America. 

The U.S. State Department pegs the strength of Shadowcrew at about 4,000 vetted "nicknames" at its peak. But the Secret Service -- whose dual mandate is to protect the president of the United States and to investigate financial crimes -- was all over the boards. So were confidential informants beholden to police; a smattering of security investigators working in banks and private corporations and the occasional newspaper reporter. 

Yet, the pains members took to shield their true identities -- and to survive in the competitive and paranoid cyberworld in which rivals took delight in forcing other members off the board -- gave them a sense of invincibility from "LE," or law enforcement. 

They sent encrypted messages over instant messaging systems and used secure e-mail programs such as 

Hushmail.com, whose servers are conveniently located offshore. 

Const. Tom Guineau of the RCMP's Vancouver Integrated Technological Crime Unit said it is similar to a bank robber using a stolen car to commit his crimes. 

"They'll use the other person's network as a crime vehicle to try to discourage investigations," he said. 

In all, according to David Thomas, a former member and later rival of Shadowcrew, true criminals affiliated with the website probably numbered around 200, of whom roughly 75 were engaged in hardcore financial crimes, 20 or so had reached senior status and about 10 belonged to the website's governing circle. 

Shadowcrew.com operated in plain view of law enforcement for at least two years until the Secret Service took it down in the sting operation codenamed Operation Firewall on Oct. 26, 2004. 

"It was a beast of crime. Basically the stuff going on behind the scenes, the business deals, the scams, the 'he-said-she-said,' the rippers (members who ripped each other off), the ideas, the 'hey, I got this; can you do that,' the vending (of stolen goods and numbers) -- you're talking about so much activity it just boggles the mind," says Thomas. 

According to a U.S. grand jury indictment for 19 of the 28 accused members arrested during Operation Firewall, Andrew Mantovani of Scottsdale, Ariz., was one of the co-founders of Shadowcrew and largely responsible for getting the site running in August 2002. 

By day, Mantovani, now 23, was a part-time student at Scottsdale Community College; a "middle-class kid" with no previous ties to crime, according to his lawyer, Pasquale Giannetta. 

But as the board came alive at night, prosecutors allege that Mantovani, whose nicknames included "Deck" and "ThnkYouPleaseDie," transformed into the leader of a core group within Shadowcrew. 

Mantovani and the "admins" wielded absolute authority, deciding who could join and advance. 

Directly below admins within the hierarchy were moderators, or "mods," whose job was to oversee the various discussion groups. 

Then came the vendors and reviewers. Before anything could be sold on Shadowcrew, it had to receive a written review; offering to sample and then post assessments of ill-gotten merchandise, credit card numbers, documents or drugs was one of the principal ways the lowest-ranked cybermobsters could advance in status. 

Larry Johnson, the special agent with the Secret Service's criminal investigation division who led Operation Firewall, calls the habits of criminal gangs like Shadowcrew, "amazing. A lot of them have limited social skills," he says, "but guess what; they can go online and sound like Einstein." 

So it was that a member named "HewlettZ" became a regular on the "Identification" forum, which offered technical assistance to ID forgers, and on the "Canadian" bulletin board. 

In more than 300 posts beginning in the spring of 2004, he offered his opinions on a variety of topics -- from sourcing the best holograms used on various identification and credit cards, to problems perfecting templates for producing counterfeit documents. 

HewlettZ, sources say, was a 19-year-old British Columbian, one of three teenagers who were arrested last October. 

Details of the crimes allegedly perpetrated by the Canadians remain sealed by court order, as prosecutors in B.C. continue to weigh what, if any, charges will be laid against them. 

Cyber Mobs: The future of organized crime 

Second in a series: Playing in the shadows 
Illustration:
• Photo: Chip Somodevilla, For CanWest News Service / Online, many Shadowcrew members sounded like Einstein, says special agent Larry Johnson.
Idnumber: 200510120165 
Edition: Final 
Story Type: Series 
Length: 871 words 
Keywords: ORGANIZED CRIME 
Illustration Type: Black & White Photo 


[image: image38.png]



Internet becomes a huge crime target: Stolen IDs, credit card data destroying public's trust in online business
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Canada is home to members of highly organized credit card and identity theft rings operating with impunity online, say investigators who have spent more than a year sifting through evidence in the largest international undercover sting operation in Internet history. 

The U.S. Secret Service, the Vancouver police department and private security investigators hired by companies and Canadian banks believe major cities across the country harbour members of an online credit card fraud and identity-theft ring that came to be known as Shadowcrew -- after the website, Shadowcrew.com, where the thieves gathered to trade stolen items and plot their crimes. 

Shadowcrew.com was shut down, and 28 of the alleged highest-ranking members of the gang were arrested Oct. 26, 2004, during simultaneous raids carried out by the Secret Service, the RCMP and Europol, and local police forces in North America, Europe and Latin America. 

Three Canadians were arrested as part of the sting, codenamed Operation Firewall, but have yet to be charged. 

An investigation into Shadowcrew's Canadian connection is continuing to uncover further suspects, according to Tom Musselwhite, special agent in charge of the U.S. Secret Service's western Canadian operations. 

"I think it's safe to say there are people that were involved in Shadowcrew who are in most, if not all, major Canadian cities," said Musselwhite, who works out of a field office in Vancouver. 

Internet-based criminal rings are an emerging and dangerous manifestation of organized crime in this country, according to investigators, who compare the criminals' structured and hierarchical organizations to those of the Mafia or al-Qaeda. 

"This is the organized crime of the 21st century," said Det. Const. David Frame of the Vancouver police department's financial crime section. 

"We've always been able to say well, there's the Hells Angels, these guys we know are Mafia because we can physically see them. 

"We haven't been able to have that same luck with (criminals using the Internet) because they're all over the world. They never see each other." 

Cybermobs are considered a criminal faction sharply on the rise in Canada, although their numbers and impact are difficult to quantify because of inconsistent statistical reporting, Frame said. 

Statistics Canada compiles an annual tally of credit card and cheque fraud arrests that led to charges, based on data received from police departments countrywide. There is no detailed record, however, of the methods thieves use to steal credit card or cheque information, the amount of money stolen, or who is involved. 

PhoneBusters, a project of the RCMP and Ontario Provincial Police, estimated 2002 losses of more than $8.5 million that year alone for identity theft, while the country's two main credit bureaus, Equifax and Trans Union, say they receive between 1,400 and 1,800 calls a month from Canadians whose identities or financial and credit information have been stolen. 

A federal study by the Canadian Centre for Justice Statistics, provisionally called Measuring Fraud, is due for release later next year and is intended to provide Canada's first in-depth description of the problem. 

The U.S. Federal Trade Commission, which keeps more detailed statistics than Canada, estimates that fake ID and credit card fraud costs American businesses and the public at least $52 billion in 2004. 

The actual figures are likely much higher, since cybercrimes tend to be grossly underreported to the FTC or PhoneBusters, Vancouver police say. 

Canadian universities, hotel chains, small businesses and utility firms such as cable TV or e-mail providers are some of the preferred hacker targets for stealing personal information. 

So are data warehousing companies, such as ChoicePoint and Lexis Nexis. Both reported massive hacker breaches within the past 12 months, putting hundreds of thousands of personal credit reports belonging to Americans and Canadians in the hands of thieves. 

The result of the widespread fraud is that consumers are losing faith in the ability of authorities to police the world of e-commerce. 

The research firm Gartner Inc. has forecast that public concern over the theft of personal or credit information -- much of which is bought and sold within crime websites, or used to make fraudulent online purchases -- could slash growth in the $300-billion world online economy from double to single digits by 2007. 

Banks and credit card giants, meanwhile, are routinely writing off as much as two per cent in fraudulent charges as "the cost of doing business," according to Jim Melnick, a former U.S. Defence Intelligence Agency analyst who leads geopolitical threat intelligence research at the Virginia-based consulting firm, iDEFENSE. 

"The credit card companies are so powerful, they're making so much money, this is still just a nuisance, it's like shoplifting ...." said Melnick. 

"But you can't hold that attitude forever because the cyber world is completely different. There's nothing to prevent that two per cent from going to 20 as more vulnerabilities are found and more people get into the game. The (numbers) could change dramatically." 
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Cyber gangs dominate ID, credit card fraud: Canada home to members of crime rings that operate with near impunity
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Canada is home to members of highly organized credit card and identity theft rings operating with impunity online, say investigators who have spent more than a year sifting through evidence in the largest international undercover sting operation in Internet history. 

The U.S. Secret Service, the Vancouver police department and private security investigators hired by companies and Canadian banks believe major cities across Canada harbour members of an online credit card fraud and identity-theft ring that came to be known as Shadowcrew -- after the website, Shadowcrew.com, where the thieves gathered to trade stolen items and plot their crimes. 

Shadowcrew.com was shut down, and 28 of the alleged highest-ranking members of the gang were arrested Oct. 26, 2004, during simultaneous raids carried out by the Secret Service, RCMP, Europol and local police forces in North America, Europe and Latin America. 

Three Canadians were arrested as part of the sting, codenamed Operation Firewall, but have yet to be charged. An investigation into Shadowcrew's Canadian connection is continuing to uncover further suspects, according to Tom Musselwhite, special agent in charge of the U.S. Secret Service's western Canadian operations. 

"I think it's safe to say there are people that were involved in Shadowcrew who are in most, if not all, major Canadian cities," said Musselwhite, who works out of a field office in Vancouver. 

Among them is Lloyd Buckell, a suspected credit card forger accused of having ties to Shadowcrew, who was arrested in a raid July 14 in Abbotsford by police from Calgary, Abbotsford and Vancouver. 

Police have linked Buckell, a 25-year-old Toronto native they say was known by the online alias Canucka, to the International Association for the Advancement of Criminal Activity, which operated one of several successor websites to Shadowcrew.com. 

He faces several charges stemming from his alleged operation of a counterfeit credit card and false identification "factory" in Calgary. 

Police say they found Buckell in possession of 4,000 blank credit cards and enough stolen credit card data to make up to $20 million in fraudulent purchases, as well as the legally purchased equipment to make forged credit cards and ID. 

Internet-based criminal rings are an emerging and dangerous manifestation of organized crime in this country, according to investigators, who compare the criminals' structured and hierarchical organizations to those of the Mafia. 

"This is the organized crime of the 21st century," said David Frame of the Vancouver police department's financial crime section. 

"We've always been able to say well there's the Hells Angels, these guys we know are Mafia because we can physically see them. We haven't been able to have that same luck with (criminals using the Internet) because they're all over the world. They never see each other." 

Canadian cybermobsters under investigation are difficult to pin down because of the facility with which they escape proper identification, Musselwhite said, adding at least half a dozen Canadians who were members of Shadowcrew, and possibly more, are in "various stages of identification." 

During Operation Firewall, "there were Canadian suspects [for whom] there was not enough to identify them. [Investigators] knew their screen names, they knew what they were doing, but that's all they were able to get." 

Cybermobs are considered a criminal faction sharply on the rise in Canada, although their numbers and impact are difficult to quantify because of inconsistent statistical reporting, Frame said. 

Statistics Canada compiles an annual tally of credit card and cheque fraud arrests that led to charges, based on data received from police departments countrywide. There is no detailed record, however, of the methods thieves use to steal credit card or cheque information, the amount of money stolen or who is involved. 

PhoneBusters, a project of the RCMP and Ontario Provincial Police, estimated 2002 losses of more than $8.5 million that year alone for identity theft, while the country's two main credit bureaus, Equifax and Trans Union, say they receive between 1,400 and 1,800 calls a month from Canadians whose identities or financial and credit information have been stolen. 

A federal study by the Canadian Centre for Justice Statistics, provisionally called Measuring Fraud, is due for release next year and is intended to provide Canada's first in-depth description of the problem. 

The U.S. Federal Trade Commission, which keeps more detailed statistics than Canada, estimates that fake ID and credit card fraud cost American businesses and the public at least $52 billion in 2004. 

The actual figures are likely much higher, since cybercrimes tend to be grossly underreported to the FTC or PhoneBusters, Vancouver police say. 

Canadian universities, hotel chains, small businesses and utility firms such as cable TV or e-mail providers are some of the preferred hacker targets for stealing personal information. 

So are data warehousing companies, such as ChoicePoint and Lexis Nexis. Both reported massive hacker breaches within the past 12 months, putting hundreds of thousands of personal credit reports belonging to Americans and Canadians in the hands of thieves. 

The result of the widespread fraud is that consumers are losing faith in the ability of authorities to police the world of e-commerce. The research firm Gartner Inc. has forecast that public concern over the theft of personal or credit information -- much of which is bought and sold within crime websites, or used to make fraudulent online purchases -- could slash growth in the $300-billion world online economy from double to single digits by 2007. 

Banks and credit card giants, meanwhile, are routinely writing off as much as two per cent in fraudulent charges as "the cost of doing business," according to Jim Melnick, who leads geopolitical threat intelligence research at the Virginia-based consulting firm, iDEFENSE. 

"The credit card companies are so powerful, they're making so much money, this is still just a nuisance," said Melnick. "But you can't hold that attitude forever because the cyber world is completely different. There's nothing to prevent that two per cent from going to 20 as more vulnerabilities are found and more people get into the game. The [numbers] could change dramatically." 
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Criminals at home online: Credit card, identity theft rings extend across nation
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Canada is home to members of highly organized credit card and identity theft rings operating with impunity online, say investigators who have spent more than a year sifting through evidence in the largest international undercover sting operation in Internet history. 

The U.S. Secret Service, the Vancouver police department and private security investigators hired by companies and Canadian banks believe major cities across the country harbour members of an online credit card fraud and identity-theft ring that came to be known as Shadowcrew -- after the website Shadowcrew.com, where the thieves gathered to trade stolen items and plot their crimes. 

Shadowcrew.com was shut down, and 28 of the alleged highest-ranking members of the gang were arrested Oct. 26, 2004, during raids carried out by the Secret Service, the RCMP and Europol, and local police forces in North America, Europe and Latin America. 

Three Canadians were arrested as part of the sting, codenamed Operation Firewall, but have yet to be charged. 

An investigation into Shadowcrew's Canadian connection is continuing to uncover further suspects, according to Tom Musselwhite, special agent in charge of the U.S. Secret Service's western Canadian operations. 

"I think it's safe to say there are people that were involved in Shadowcrew who are in most, if not all, major Canadian cities," said Musselwhite, who works out of a field office in Vancouver. 

Internet-based criminal rings are an emerging and dangerous manifestation of organized crime in this country, according to investigators, who compare the criminals' structured and hierarchical organizations to those of the Mafia or al-Qaida. 

"This is the organized crime of the 21st century," said Det. Const. David Frame of the Vancouver police department's financial crime section. 

"We've always been able to say, well, there's the Hells Angels, these guys we know are Mafia because we can physically see them. We haven't been able to have that same luck with (criminals using the Internet) because they're all over the world. They never see each other." 

Cybermobs are considered a criminal faction sharply on the rise in Canada, although their numbers and impact are difficult to quantify because of inconsistent statistical reporting, Frame said. 

Statistics Canada compiles an annual tally of credit card and cheque fraud arrests that led to charges, based on data received from police departments countrywide. There is no detailed record, however, of the methods thieves use to steal credit card or cheque information, the amount of money stolen, or who is involved. 

PhoneBusters, a project of the RCMP and Ontario Provincial Police, estimated 2002 losses of more than $8.5 million that year alone for identity theft, while the country's two main credit bureaus, Equifax and Trans Union, say they receive between 1,400 and 1,800 calls a month from Canadians whose identities or financial and credit information have been stolen. 

A federal study by the Canadian Centre for Justice Statistics, provisionally called Measuring Fraud, is due for release later next year and is intended to provide Canada's first in-depth description of the problem. 

The U.S. Federal Trade Commission, which keeps more detailed statistics than Canada, estimates that fake ID and credit card fraud cost American businesses and the public at least $52 billion in 2004. 

The actual figures are likely much higher, since cybercrimes tend to be grossly underreported to the FTC or PhoneBusters, Vancouver police say. 

The result of the widespread fraud is that consumers are losing faith in the ability of authorities to police the world of e-commerce. The research firm Gartner Inc. has forecast that public concern over the theft of personal or credit information -- much of which is bought and sold within crime websites, or used to make fraudulent online purchases -- could slash growth in the $300-billion world online economy from double to single digits by 2007. 

Banks and credit card giants, meanwhile, are routinely writing off as much as two per cent in fraudulent charges as "the cost of doing business," according to Jim Melnick, a former U.S. Defence Intelligence Agency analyst. 
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'The organized crime of the 21st century': Online fraud sharply on rise in Canada
Calgary Herald 
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Canada is home to members of highly organized credit card and identity-theft rings operating with impunity online, say investigators who have spent more than a year sifting through evidence in the largest international undercover sting operation in Internet history. 

The U.S. Secret Service, the Vancouver police department and private security investigators hired by companies and Canadian banks believe 

major cities across the country harbour members of an online credit card fraud and identity-theft ring that came to be known as Shadowcrew -- after the website, Shadowcrew.com, where the thieves gathered to trade stolen items and plot their crimes. 

Shadowcrew.com was shut down, and 28 of the alleged highest-ranking members of the gang were arrested Oct. 26, 2004, during simultaneous raids carried out by the Secret Service, the RCMP and Europol, and local police forces in North America, Europe and Latin America. 

Three Canadians were arrested, but have yet to be charged. An investigation into Shadowcrew's Canadian connection is continuing to uncover further suspects, according to Tom Musselwhite, special agent in charge of the U.S. Secret Service's western Canadian operations. 

"I think it's safe to say there are people that were involved in Shadowcrew who are in most, if not all, major Canadian cities," said Musselwhite, who works out of a field office in Vancouver. 

Internet-based criminal rings are an emerging and dangerous manifestation of organized crime in this country, according to investigators, who compare the criminals' structured and hierarchical organizations to those of the Mafia or al-Qaeda. 

"This is the organized crime of the 21st century," said Det. Const. David Frame of the Vancouver police department's financial crime section. 

Cybermobs are considered a criminal faction sharply on the rise in Canada, although numbers are difficult to quantify because of inconsistent statistical reporting, Frame said. 

PhoneBusters, a project of the RCMP and Ontario Provincial Police, estimated 2002 losses of more than $8.5 million that year alone for identity theft, while the country's two main credit bureaus, Equifax and Trans Union, say they receive between 1,400 and 1,800 calls a month from Canadians whose identities or financial and credit information have been stolen. 

A federal study by the Canadian Centre for Justice Statistics, provisionally called Measuring Fraud, is due for release next year and is intended to provide Canada's first in-depth description of the problem. 

The U.S. Federal Trade Commission, which keeps more detailed statistics than Canada, estimates fake ID and credit card fraud cost U.S. businesses and citizens at least $52 billion in 2004. 

The actual figures are likely much higher, since cybercrimes tend to be grossly underreported, police say. 

The result of the widespread fraud is that consumers are losing faith in the ability of authorities to police the world of e-commerce. Research firm Gartner Inc. has forecast that public concern over online information theft could slash growth in the $300-billion world online economy from double to single digits by 2007. 

Banks and credit card giants are routinely writing off as much as two per cent in fraudulent charges as "the cost of doing business," according to Jim Melnick, a former U.S. Defence Intelligence Agency analyst who leads geopolitical threat intelligence research at Virginia-based consulting firm iDEFENSE. 

"The credit card companies are so powerful, they're making so much money, this is still just a nuisance, it's like shoplifting," said Melnick. 

"But you can't hold that attitude forever because the cyber world is completely different. There's nothing to prevent that two per cent from going to 20 as more vulnerabilities are found and more people get into the game. The (numbers) could change dramatically." 
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